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Nationwide Cybersecurity Review 
Overview
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• No-Cost, Anonymous, Annual Self-Assessment

• Measures the gaps and capabilities of State, Local, Tribal, and Territorial 
governments’ cybersecurity programs

– The 2019 NCSR can be completed by organizations outside of the 
SLTT category, if the organization is required, as noted in the HSGP 
NOFO (Example:  A nonprofit organization)

• Based on the National Institute of Standards and Technology Cybersecurity 
Framework (NIST CSF)

• Sponsored by the Department of Homeland Security (DHS) and the Multi-
State Information Sharing and Analysis Center® (MS-ISAC®)

Nationwide Cybersecurity Review (NCSR)
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• 2019 assessment is open to complete October 1, through December 31
– You can access your data throughout the year

• The NCSR provides metrics to help your organization

• An end-user associated with an organization in the NCSR portal is the only 
person viewing the specific organization’s results

• The NCSR is a service offered within the Multi-State ISAC
– MS-ISAC provides no-cost services to SLTT organizations, to help 

improve cybersecurity
– You do not have to be a MS-ISAC member to take the NCSR
– Link to MS-ISAC Page: https://www.cisecurity.org/ms-isac/
– Contact Information:  info@msisac.org

Nationwide Cybersecurity Review (NCSR)

https://www.cisecurity.org/ms-isac/
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• Receive metrics specific to your organization to identify gaps and develop a 
benchmark to gauge year-to-year progress, as well as anonymously measure your 
results against your peers

• For HIPAA compliant agencies, translate your NCSR scores to the HIPAA Security 
Rule scores of an automatic self-assessment tool

• Access to informative references such as NIST 800-53, COBIT, and the CIS Controls 
that can assist in managing cybersecurity risk

• Nationally, aggregate NCSR data provides a baseline, foundational understanding of 
SLTT cybersecurity posture to help drive policy, governance and resource allocation

• Results enable Federal partners to better understand the status quo and engage in 
more strategic, cyber-specific planning and preparedness to help manage national risk 
and improve SLTT core capabilities

Benefits
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The NCSR question set was built 
upon the NIST CSF Core, with minor 
alterations. The Core consists of a 
collection of cybersecurity-related 
activities organized into five main 
functions: Identify, Protect, Detect, 
Respond, and Recover. Each of the 
five functions is subdivided into a total 
of 23 categories and then further into 
108 sub-categories. The NCSR 
includes several demographic 
questions, as well as automation 
related questions. The overall total is 
141 questions.

Question Set

NIST Cybersecurity Framework 
https://www.nist.gov/cyberframework/framework

https://www.nist.gov/cyberframework/framework
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Response Scale 
The NCSR utilizes a maturity scale that assesses how an organization is addressing the 
different activities within the NIST CSF. The maturity scale allows participants to indicate 
how formalized these cybersecurity activities are within their organization. Following risk 
management principles, the response framework allows organizations to identify which 
activities they have chosen not to implement because of their own risk assessment. 
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Registration Link: https://www.cisecurity.org/ms-isac/services/ncsr/

How to Register? 

https://www.cisecurity.org/ms-isac/services/ncsr/
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NCSR Credentials
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User Login
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User Login
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Accessing the NCSR
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Accessing the NCSR
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Navigating the NCSR
Questionnaire Heading:
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Navigating the NCSR
Questionnaire Tabs with Questions Listed:
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Navigating the NCSR
Questionnaire Tabs with Questions Listed:
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Documenting Notes
A sticky note icon is located to the right of the 

dropdown field for answer options:

This allows the end-user to enter and save notes on that specific question.
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A question mark icon is located to the left of a specific question, giving 
clarification on the question:

Help Text – Question Clarification
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The Help Text will include a link to a SANS information security policy 
template, if applicable.

The policy templates can assist with establishing formal policies within 
an organization.

Help Text – Policy Template Link
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Tracking Progress
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• For those of you taking the NCSR to meet the SHSP or UASI grant 
requirement, there is a report named “2019 NCSR Completion 
Certification” on the home dashboard of the NCSR portal 
– This certifies that you took the NCSR and can be shared this 

with your State Administrative Agency (SAA).

• MS-ISAC will also be sending a bi-weekly report, to assist SAA’s 
with compliance.  

• MS-ISAC is not sharing the data of organizations, only a listing of 
progress for organizations.

Completion Certification Export
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Completion Certification Export
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Once Complete, Now What?
End-User Reports Listed on NCSR Portal Home:
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End-User Resources
Located Here:  https://www.cisecurity.org/ms-isac/services/ncsr/

https://www.cisecurity.org/ms-isac/services/ncsr/
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• For questions related specifically to the NCSR or the MS-ISAC, please 
contact ncsr@cisecurity.org

• To register for the 2019 NCSR, please visit: 
https://www.cisecurity.org/ms-isac/services/ncsr/

• For questions regarding the SHSP and UASI programs or allowable 
expenditures, please contact AskCSID@fema.dhs.gov or consult the 
HSGP NOFO.

• For questions related specifically to cybersecurity and developing the 
cyber-focused investment justification, please contact 
SLTTCyber@hq.dhs.gov and include “FEMA Grant” in the subject line.

Contact Information

mailto:ncsr@cisecurity.org
https://www.cisecurity.org/ms-isac/services/ncsr/
mailto:AskCSID@fema.dhs.gov
mailto:SLTTCyber@hq.dhs.gov
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MS-ISAC Members & Metrics Workgroup:
• Gary Coverdale – CISO - Mono County, California

• Jim Cusson – Security Liaison - Commonwealth of Massachusetts

• Joe Frohlich – Enterprise Security Program Manager - State of Montana

• Kim LaCroix – NYS Chief Information Security Office, Security Governance, Risk & 
Compliance - State of New York

DHS & FEMA:
• Tom Filippone – Partnerships Branch - Stakeholder Engagement Division of CISA

• Madelyn Weingast – Partnerships Branch - Stakeholder Engagement Division of CISA

• Margaret Wilson – Senior Advisor, GPD - FEMA

Q & A Session
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Nationwide Cybersecurity Review (NCSR)

The Nationwide Cybersecurity Review (NCSR) is a no cost, anonymous, annual self-assessment that is designed to measure 
gaps and capabilities of state, local, tribal and territorial (SLTT) governments’ cybersecurity programs.

Benefits

o Receive metrics specific to your organization to identify gaps and develop a benchmark to gauge year-to-year progress, as well as 
anonymously measure your results against your peers

o For HIPAA compliant agencies, translate your NCSR scores to the HIPAA Security Rule scores of an automatic self-assessment tool
o Access to informative references such as NIST 800-53, COBIT, and the CIS Controls that can assist in managing cybersecurity risk
o Nationally, aggregate NCSR data provides a baseline, foundational understanding of SLTT cybersecurity posture to help drive policy, 

governance, and resource allocation
o Results enable Federal partners to better understand the status quo and engage in more strategic, cyber-specific planning and preparedness 

to help manage national risk and improve SLTT core capabilities

https://www.cisecurity.org/ms-isac/services/ncsr
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Thank You


