• Porn spam: contact your U.S. Attorney’s office;
complain to your Internet Service Provider.
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• U.S. Department of Justice,
www.usdoj.gov/criminal/cybercrime/reporting.htm
SM

• Federal Trade Commission (www.ftc.gov) for consumer
fraud, auction fraud, etc.
• Local or state police
• CyberTipline, National Center for Missing and
Exploited Children, 800-843-5678, www.missingkids.org
Internet-related crime should be reported. Consult the
following authorities:

Problems? Report Them!
• It is against the law to copy or download some types
of information or music from the Internet without
permission.

(573) 751-4905
Jefferson City, MO 65102

P.O. Box 749

1101 Riverside Drive
Department of Public Safety

Missouri Crime Prevention Information Center
and

Millions of people take part in Internet auctions every
day, bidding on items from around the world. Buyers and
sellers alike benefit from the great opportunities that
online auctions provide, but these auctions also give
criminals the opportunity to perpetrate fraud. According
to the National Consumers League, online auction fraud
is the number one fraud committed over the Internet.

How Online Auctions Work
In an online format that resembles a real-life auction,
people offer cameras, computers, artwork, jewelry, and
dozens of other products, usually in a set time frame for
bidding to take place. Prospective buyers examine the
descriptions and photos and decide whether (and for
how much) to place bids. As in a live auction, the
highest bidder wins. Upon winning, the buyer sends
payment for the auction item, possibly to an online
escrow service that holds payment until the buyer
receives the goods.

How Auction Fraud Occurs
Both consumers and merchants can be victims of online
auction fraud. Here are some ways that fraud occurs
during or after an online auction.
Failure to deliver goods. The seller places an item up for
bidding that does not exist or fails to deliver merchandise
after the buyer purchases it.
Nonpayment for delivered goods. The seller sends the
merchandise to the highest bidder in good faith but fails
to receive payment.
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Misrepresentation of merchandise. The seller gives false
information about the item, or attempts to deceive the
buyer concerning its true value.

• Children must rewrite and paraphrase, not just copy
material from the Internet. They must always include
proper citations when they are using other people’s work.
• Teachers can easily determine if an assignment—or
even one paragraph of an assignment—has been
downloaded from the Internet instead of written by
the student.

A Family
Guide
to Using
the Internet

The Internet has changed the way children do
schoolwork. But they need to realize that information
they find on the Internet is not all free. Be sure they
understand the following:

Downloading From the Internet
Hidden charges. Instead of a flat rate for postage and
handling, the seller adds separate charges for postage,
handling, and the shipping container, causing the buyer
to pay more than anticipated.
Fake bidding. The seller bids on his or her own item, or
has someone else bid, in an attempt to drive up the price.
Credit card fraud. The seller uses the buyer’s name and
credit card number for fraudulent purposes, or the buyer
uses a fraudulent credit card when purchasing an item.
Black market goods. The seller offers goods that are
stolen and/or copied (e.g., software, music CDs, and
videos). Often they arrive with no warranty, instructions,
or box.
Bogus escrow services. After the auction, the bogus
escrow service receives payment from the buyer but
pockets the money and disappears rather than
transmitting it to the seller.

Preventing Online Auction Fraud
• Understand how an online auction works
before you bid on merchandise. What are your
obligations as a buyer? What are the seller’s
obligations? Does the auction site provide
insurance that covers buyers up to a certain
amount? How would the auction site handle
a dispute between buyer and seller?
• Don’t judge by initial appearances. It can be
hard to validate a seller’s claims about the
value of an item, and descriptions or
photographs on websites can be misleading.
Know as much as you can about the item you
wish to purchase.

• Investigate the seller as much as possible. Be
wary of sellers who provide only an email or
post office box address. Check the seller’s
feedback rating if available on the auction
site. Call the seller to see if the phone number
is working, or send an email to see if the email
address is active. If the seller is a business,
check it out with the Better Business Bureau.
• Contact the seller before bidding to find out
what type of payment is required, when you
can expect delivery, what the return policy is,
if the merchandise is covered by warranty, and
if shipping and delivery are included in the price.
• Try to pay the seller directly with a credit card,
so you can dispute the charges if the
merchandise does not arrive or was
misrepresented. If possible, avoid paying by
check or money order.
• Consider using an escrow service or alternate
payment service if purchases on your credit
card are not disputable or the goods are not
covered by insurance. Make sure the escrow
service is licensed and bonded; fraudulent
escrow services might pocket your money and
disappear.
• Protect yourself from identify theft by not
giving out such personal information as your
Social Security number, driver’s license number,
or bank account numbers, as sellers do not
need this information.
• Do not send your credit card numbers
electronically unless you know for sure that
the website is secure and encrypted.

You have lots of choices for buying prescription drugs these days. Among them
are online pharmacies. Many online pharmacies offer greater convenience and
lower prices than the corner drugstore, but if you don’t know for sure if the seller you’re dealing with is legitimate, you may be at risk of receiving products that
are contaminated, counterfeit, or not approved by the FDA—or you may pay and
receive nothing at all.

Protecting
Yourself From
Counterfeit
Drugs

Counterfeit drugs can be dangerous to your health. Counterfeit medicine
may be ineffective or cause serious side effects such as an allergic reaction.
Drugs that are legitimate but not correctly prescribed (for example, those
prescribed by an online doctor who has not examined you) can also be
harmful or ineffective.

Here are some tips for buying prescription drugs online:

1. Never purchase prescription drugs without your doctor’s prescription. Some
online pharmacies will sell you drugs without one or only require that you fill
out a short questionnaire. Taking drugs without the advice of a healthcare
professional may put you at risk for drug interactions and other serious consequences.
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2. Be familiar with the medications you take, including the color, size, shape,
taste, and side effects. If you receive a counterfeit medication, you may be
able to identify it more easily.

3. Make sure the package or container the medication comes in has not been
altered or the label changed.

The Internet can be a wonderful tool
for children and youth

4. Only buy prescription medications from a licensed pharmacy, online or offline.
To determine if a website is a licensed pharmacy in good standing, check with
the National Association of Boards of Pharmacy (www.nabp.net, 847-698-6227).

5. Do not purchase drugs from a foreign website. It may be illegal to import the
drugs bought from these sites.

6. Use common sense. If the website advertises a drug as a “miracle cure” for a
disease or pushes a drug that guarantees weight loss, the claims are probably false.

Meeting People Online

Making Online Purchases

• As a general rule, children should never plan to meet
anybody in person whom they have encountered online.
Explain that people met online may not be who they
say they are.

• Homework: Kids can use the most current news,
encyclopedias, and other source materials to find
information for research projects.
• Communication: Kids can use email and public
message boards to keep in touch with family and
friends.
• Entertainment and education: Kids can use the Internet
to make a virtual visit to a museum, take a college
course, play games, etc.
But the Internet can also be dangerous. Here are some
things families can do to encourage today’s computersavvy young people to be computer-safe.

Using the Computer Is a Family Affair
• Agree on a list of rules and post it by the computer. The
rules should cover how long children can spend on the
Internet, how late they can surf the Web, what they may
and may not visit on the Web, and whether or not they
are allowed to make purchases over the Web. Have
everyone in the household sign an Internet pledge (see
www.safekids.com/kidsrules.htm).

7. Report any website for a pharmacy that you think is illegal or any drug you
purchased that you suspect is counterfeit. If you bought the drug by mail,
telephone, or in person, contact the FDA’s Medwatch program at 800-3321088 or at www.fda.gov/medwatch/. To report a counterfeit drug that you
bought on the Internet, visit www.fda.gov/oc/buyonline/buyonlineform.htm or
call the Medwatch number.

If you don’t know
for sure if the seller
you’re dealing with is
legitimate, you may be at
risk of receiving products
that are contaminated,
counterfeit, or not
approved by the FDA.
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• Children need to learn to be savvy consumers. The term
“free” doesn’t always mean free. Con artists use the term
to attract more business. The children should ask you
before signing up for anything over the Internet, even
when signing up does not require a credit card number.

• When face-to-face meetings seem appropriate—the
person is a student from a nearby school, for
example—the meeting should be arranged only with
your approval. It should be in a safe public place, and
you or another responsible adult should be present.

• Encourage an attitude of healthy skepticism toward
websites that offer prizes or giveaways. Chances are,
all the child has “won” is the opportunity to buy
something he or she didn’t want in the first place.

• Children should never give out personal information
over the Internet. They should use an online name (not
their real name) and never reveal their address,
telephone number, or any identifying information.

• Establish explicit rules for getting clearance for online
purchases, including documentation to be kept.

Following Links
• Consider using a family-safe or child-safe search engine
or a filter, blocking, or ratings system. Some services
have a “kids only” section so you can be sure the
children won’t have access to questionable material.

• No pictures, letters, or telephone calls should be
exchanged with online acquaintances without your
approval. Monitor such communications.

• Encourage your children to ask you to check out new
sites with them.

• If online acquaintances send your children email that
makes them uncomfortable or that they know is
obscene, they should inform you at once. The same
applies to information they see on message boards or
chat rooms.

• Be responsive and nonjudgmental if they tell you about
an inappropriate site they found accidentally.

• Talk to your kids. Keep the lines of communication
open, and never blame the victim! If a child tells you
about an upsetting event experienced online, don’t
blame him or her. How you react will affect how much
he or she shares with you in the future.

