Kids:

Be a Good
Cyber Citizen!

®

Tip: Keep personal information (Social Security number,
credit card number, bank account number, mother’s
maiden name, birth date, etc.) private so it cannot be
used by someone else.

A criminal who obtains your personal information can
use it to set up a cell phone account in your name.
Charges can go on for years without your knowledge.
People who are victims of identity theft often find that
they are also victims of cell phone subscriber fraud.

Beware of cell phone subscriber fraud.

Tip: Always change your default password immediately.
Choose a complex voice mail password of at least six
digits, and change it frequently.

Hackers can compromise your voice mail system to make
collect, third-party, or direct-dial calls at your expense.
Voice mail vendors provide new customers with a default
password—usually an easily-guessed combination such
as 1-2-3-4. If you don’t change it, hackers can guess it
quickly and break into your phone system. Once a hacker
knows your password, he or she can use it to make
international calls at your expense.

Beware of voice mail fraud.
The telephone is among the greatest inventions of the
modern age. From the days of the party line to the days
of wireless and Internet phones, they have connected us
with loved ones, made our lives more convenient, and
given us peace of mind. But telephones are also prone
to fraud. Don’t be a victim. Educate yourself about
phone fraud, and know how to spot—and prevent—a
telephone scam.

Like a car, the computer
is a complex machine
that needs your care and
attention in order to
perform well. It can take
you places on your own;
some of these places are
familiar to you and some
are not.

Tip: Always check your phone bill carefully to make sure
you are paying only for services you authorized.

Like many consumers, you may choose to have legitimate
charges for services such as voice mail, paging, and
calling cards added to your phone bill. This may result in
a long and complicated statement. “Crammers” take
advantage of confusing phone bills by sneaking other
charges—those you never authorized—onto your phone
bill, figuring that you will not notice.

Beware of phone “cramming.”

Tip: Read your phone bill carefully each month, and
make sure you still have the long-distance company you
selected.

A fraudulent carrier may change your long-distance
phone service without your permission or knowledge.
This usually results in higher charges for long-distance
calls on your phone bill. Or you may be deceived into
agreeing to switch your service by entering a contest and
not reading the fine print, which authorizes the switch.

Beware of phone “slamming.”

Tip: Check your phone bill carefully, and call your carrier
if you think your cell phone has been cloned.

Criminals can clone your cell phone by illegally
monitoring radio wave transmissions to determine your
unique electronic serial number (ESN) and your cell
phone number (mobile identification number [MIN]).
The cloned cell phone is reprogrammed to transmit your
ESN and MIN numbers. The cellular system will not be
able to tell the difference and will bill you for the cloned
phone’s calls as well as your own.

Beware of cell phone cloning fraud.
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You’ve heard the expression “surfing the Internet.” In many ways, spending time on the Internet is more
like driving a car than riding a wave. Like a car, the computer is a complex machine that needs your care
and attention in order to perform well. It can take you places on your own; some of these places are familiar to you and some are not. And whether you’re behind the wheel or at the keyboard, your personal safety and the safety of those around you depend on your willingness to use common sense, behave courteously, and obey the law.

In other words, driving a car and exploring the Internet mean the same thing: freedom and responsibility.

TAKE CARE OF YOUR COMPUTER

Protect your computer from viruses that could destroy your files and make it difficult or impossible to use.
If your computer becomes infected, you might pass these viruses on to other computer users without
realizing it.

■ If your computer doesn’t have anti-virus software, install it and keep it up-to-date.

■ Don’t open an email from someone you don’t know. It might contain a virus.

■ If you open an email by mistake, don’t click on links or download files that came with it.

■ Don’t pass along joke emails or chain letters, as they may contain viruses.

■ Use hard-to-guess passwords, and keep them secret—even from your friends.

■ Make sure that your family has installed a firewall to keep your computer safe from hackers.

■ If your computer operating system allows file sharing, disable it. File sharing could be used by others
to infect your computer with a virus or to look at the files on your computer.

■ Disconnect your computer when you’re not on the Internet.

■ Help your family by backing up your computer files onto CDs or diskettes.

FOLLOW THE RULES OF THE ROAD

The best tool you have for screening what you find on the Internet is your brain. If you come across websites that are pornographic, full of hate literature, or have excessively violent content, move on. Here are
a few reminders for safe traveling on the Internet:

■ Never give out your name, address, telephone number, password, school name, parents’ names, pictures
of yourself, parents’ credit card numbers, Social Security number, or any other personal information to
others online.

■ Never agree to meet face to face with someone you’ve met online without discussing it with your parents. If your parents decide that it’s okay to meet your “cyber-friend,” arrange to meet in a familiar public place and take an adult with you.

■ Never enter an area that charges for services without first getting your parents’ permission.

■ If you receive pornographic material or threatening email, save the offensive material, tell your parents,
and contact your Internet service provider and your local law enforcement agency.

■ Beware of emails that are trying to sell you something. It is probably best not to respond to them. If you
do, you are confirming that you have a valid email address and the sender will continue to email you
with offers.

■ If you have your parent’s permission to order something over the Internet, go directly to the company’s
website. Never link to it from an email.

RESPECT THE RIGHTS OF OTHERS

Some things you do on the computer may seem okay to you, but they are actually crimes. Even if these
cyber crimes are never prosecuted, your actions can have a serious financial and emotional cost to your
victims. Remember, if you harass or threaten another person on the Internet, you are no different from
the bully on the playground. The U.S. Department of Justice describes three ways computers are used to
commit crimes:

■ The computer as a target (using a computer to attack other computers): If you hack into school computer
networks to view or change grades, shut down or deface websites, or create or send computer viruses,
you are committing a crime.

■ The computer as a weapon (using a computer to commit a crime): If you use email and chat programs
as harassment by saying things to other kids that you would never say face to face, steal passwords in
order to read other people’s emails, or send emails in their name, you are committing a crime.

■ The computer as an accessory (using a computer to store illegal files or information): If you download and
share copyrighted music, games, and other software without the permission of the owner or plagiarize copyrighted information and pass it off as your own, you are committing a crime.

If you have any questions about what is legal or illegal behavior on the Internet, talk to your teacher,
parent, or other caregiver. You can also visit the U.S. Department of Justice website,
www.cybercrime.gov/rules/kidinternet.htm, for more information about good cyber citizenship.
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Tip: Always know where you’re calling before you dial. While
it is usually necessary to dial 011 to reach an international
location, some international locations have telephone
numbers that resemble domestic long-distance calls.

You may receive an urgent message on your answering
machine or pager requesting that you call a number
immediately, usually because of a “family emergency.”
When you call the number, you discover that the call has
nothing to do with your family. The 809 area code is
actually the country code for the Dominican Republic,
and later an expensive phone charge shows up on your
phone bill.

Beware of the 809 Area Code Scam.

Tip: Call splashing is only legal if you request that the call
be transferred to a different carrier’s operator or you
consent to this practice. Don’t consent to any call transfers
unless you understand what the operator is asking.

Call splashing can happen when you place a call from a
public phone. You may believe that you are using your
preferred long-distance carrier, but your call is actually
routed first to a distance call center. As a result, you will be
billed as if you made the call from the distant location rather
than from your actual location, resulting in higher rates.

Beware of call “splashing.”

Tip: Never give out personal information on the
telephone. Call your phone company directly to verify
that there is a problem with your calling card.

A criminal posing as a telephone company representative
may call you and ask for verification of your calling-card
number to check for unauthorized charges, and then use
it to make international calls.

Beware of calling-card number scams.

