• BBB Wise Giving Alliance, online complaint
form: www.give.org
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• Local Better Business Bureau, online complaint
form: www.bbb.org
• Federal Trade Commission, online complaint
form: www.ftc.gov
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• State charity office: www.nasconet.org
(573) 751-4905

• State Attorney General’s office: www.naag.org
• Local postmaster if fraudulent solicitations or invoices
arrive by mail
• Local law enforcement agency
It is a federal felony for anyone to engage in mail fraud,
wire fraud, or credit-card fraud. Charity-related fraud
should be reported to the following authorities:

How To Report Charity Fraud

Department of Public Safety
1101 Riverside Drive
P.O. Box 749
Jefferson City, MO 65102

Missouri Crime Prevention
Information Center
and
1000 Connecticut Avenue, NW
Thirteenth Floor
Washington, DC 20036-5325
202-466-6272
www.ncpc.org

NATIONAL CRIME PREVENTION COUNCIL

• Don’t give out your Social Security number. A charity
does not need it in order for you to claim a tax
deduction.

Crime Prevention Tips From

• Give out your credit card number only if you are certain
that you are dealing with a legitimate charity; then
make sure that the numbers will be encrypted.
• Never give cash. Make your contribution in the form of
a check payable to the full name of the charity.

Preventing
Charity
Fraud
It’s not always easy to spot con artists. They are smart,
extremely persuasive, and aggressive. They invade your
home through the telephone, the Internet, and the mail;
advertise in well-known newspapers and magazines; and
knock on your door. They’re well mannered, friendly,
and helpful—at first. Most people think they’re too
smart to fall for a scam. But con artists rob all kinds of
people—from investment counselors and doctors to
teenagers and senior citizens—of billions of dollars every
year. Cons, scams, and frauds disproportionately victimize
seniors with false promises of miracle cures, financial
security, and luxury prizes. One easy rule to remember:
If it sounds too good to be true, it probably is.

You Can Protect Yourself
• Never give a caller your credit card, phone card, Social
Security, or bank account number over the phone. It’s
illegal for telemarketers to ask for these numbers to
verify a prize or gift.
• Beware of 900 numbers. Remember, if you call a 900
number to claim a “prize,” you’ll end up paying for the
call. Make sure you understand all charges before
making a call.
• Take your time and shop around. Don’t let an aggressive
con artist pressure you into making a decision. Demand
information in writing by mail. Get a second opinion.
Ask your family, friends, and neighbors what they think
about certain offers.
• Stay informed about current scams in your area.
Contact your state Attorney General’s office, the Better
Business Bureau, or local consumer affairs office for
more information.

• The National Fraud Information Center, online
complaint form: www.fraud.org
• The Internet Crime Complaint Center, online
complaint form: www.ic3.gov
• Register your phone number with the National Do Not
Call Registry at www.donotcall.gov to stop
telemarketing calls.
• Remember, you have the right, the ability, and the
power to say no! If the caller makes you wary, be
assertive and end the conversation. Cons know that the
longer they keep you on the phone, the higher their
chance of success. By saying no and hanging up the
phone, you can prevent a crime from taking place.

Be a Wise Consumer
• Don’t buy health products or treatments that promise a
quick and dramatic cure or that are promoted with
testimonials, imprecise and nonmedical language, or
emotional appeals.
• Look closely at offers that come in the mail. Con artists
often use official-looking forms and language to lure
victims into signing up or sending payment. If you
receive items in the mail that you didn’t order, you are
under no obligation to pay for them. You are free to
throw them out, return them, or keep them.
• Be wary of emails promising “free” vacations,
foreign lotteries, work-at-home offers, get-rich-quick
investments, and other schemes or that ask for
donations to charities you’ve never heard of. If you’re
interested, call the company directly. Never provide
your personal information in a return email.
• Beware of cheap home repair work that would otherwise
be expensive. The con artist may do only part of the
work, use shoddy materials and untrained workers, or
simply take your deposit and never return. Never pay
with cash. Never accept offers from drive-up workers
who “just happen” to be in the neighborhood. If they’re
reliable, they’ll come back after you check them out.

• Ask for the charity’s tax-exempt letter indicating its IRS
status. You can’t claim a tax-deductible donation if the
charity does not have one.
• Keep careful records of all your donations so you can
identify fraudulent scams that claim you made a pledge
you don’t remember making.

Some Typical Scams Targeted at Seniors
Many cons choose to victimize seniors. Con artists devise
complex offers that confuse their targets and eventually
persuade them to take up these offers. Don’t let this
happen to you:
• The phone rings and the caller tells you that you’ve won
a new car. In order to claim the prize, you need
to mail a check to cover the taxes and delivery costs.
Weeks later, the phone rings again. You learn that the
original prize company has gone out of business, but
the caller tells you not to worry because his or her
company has purchased the assets of the defunct
company. All you need to do now is send another
check to the new company to cover the costs of the
legal transactions and for immediate delivery of the
car. The check gets mailed but the prize never arrives.
• A mail offer or an ad in a newspaper or magazine or on
television catches your eye. It promises a quick
cure for cancer, arthritis, memory loss, back pain, or
other ailments. “It’s an absolute miracle,” one
testimonial reads. “I feel a million times better.” You
mail your check for a six-week supply of this miracle
cure and wind up with a jar of Vitamin C, placebos,
or, even worse, pills or tonics that have not been
medically tested.
• You get an email that promises that you can make
$1,000 a week working out of the comfort of your own
home. All you have to do is send a check for $500, and
you will receive everything you need to start your
“home” business. You send a check, but all you get is a
kit with some craft materials and printed instructions.
The kit does not include a client list or any instructions
on how or where to sell your products, and the craft
materials are worth $50, not $500!
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• File your complaint with the FTC at
www.consumer.gov/idtheft. The FTC maintains a database
of identity theft cases used by law enforcement agencies
for investigations. Filing a complaint also helps the
agency learn more about identity theft and the problems
victims are having so that it can better assist you.
• File a police report. Get a copy of the report to submit
to your creditors and others who may require proof of
the crime.
and
1000 Connecticut Avenue, NW
Thirteenth Floor
Washington, DC 20036-5325
202-466-6272
www.ncpc.org

NATIONAL CRIME PREVENTION COUNCIL
Crime Prevention Tips From

Charitable giving has never been easier. With a few clicks
of a computer mouse, you can connect with causes you
care about, learn how your support will make a
difference, and put your money where your heart is—by
making an instant online donation or pledge on a
charity’s website. But watch out! Fraudulent fundraisers
know that “giving” is an emotional act, and they’re good
at pulling heartstrings—and pocket strings too.

How Charities Operate
All charities begin with a cause or mission. Next, they
develop a program or service to promote the cause. Then
they solicit funds to cover administrative costs (salaries,
rent, and supplies), program costs (all services they will
provide), and fundraising costs (mailings,
advertisements, etc.).
Fundraising is how most charities stay alive. Common
fundraising techniques include mailing letters, calling
potential donors, posting requests for donations on
websites, using emails to solicit funds, going door-todoor, selling products, and conducting telethons.

“Red Flags” and Illegal
Fundraising Techniques
Charity fraud occurs when an individual or group
deliberately misrepresents its fundraising intentions or
solicits funds for phony causes. Fraudulent fundraisers
use many of the same techniques as reputable
fundraisers, but they may do so in a questionable or
illegal way (e.g., a telephone call with a high-pressure
appeal, a mailing that promises special favors from local
firefighters in exchange for a donation).
Some charities operate just inside the law but outside of
ethical boundaries, spending an excessive amount on
fundraising and administrative costs but still

• Close the accounts that you know or believe have been
tampered with or opened fraudulently. Use the ID Theft
Affidavit (available on the FTC website and accepted by
the three major credit bureaus) when disputing new
unauthorized accounts.
• Contact the fraud department of the three major credit
bureaus to place a fraud alert on your credit file. The
fraud alert requests creditors to contact you before
opening any new accounts or making any changes to
your existing accounts.

Identity
Theft

If you’re a victim of identity theft, the Federal Trade
Commission (FTC) recommends that you do the following:

What To Do If You’re a Victim
• Promises of special treatment by the local police or fire
department: Fundraisers claiming to be collecting on
behalf of the police or fire department promise special
treatment in return for a contribution.

• Prize offers: Potential donors are told that they have
won a contest and are eligible for a prize (usually
worthless) if they make a donation to a charity.

• Hastily constructed website: Often set up within hours
of a large-scale tragedy, these websites claim to be
collecting for victims or victims’ families.

contributing a legally acceptable percentage of donated
funds to the programs. The following fundraising
techniques are questionable and, in some cases, illegal:

• Donated-back tickets: Potential donors are encouraged
to buy tickets and then donate them back so that they
can be passed on to those who could not otherwise
attend the event. Often the tickets never reach the needy.

• Deceptive bills and invoices: These claim that an
amount is owed or promised to a particular charity
when no such commitment was made.

How To Prevent Charity Fraud

• Check out any charity you don’t know with the local
charity registration office, Better Business Bureau, or a
charity watchdog group such as www.charitywatch.org,
www.give.org, and www.guidestar.org.

• Emotional appeals: Either verbal or written, they often
involve graphic descriptions of need to play on sympathy
of potential donors.

• Request written information that gives the full name,
address, and phone numbers of the organization as well
as a description of the programs it supports.

• Unsolicited gifts: Usually just tokens, these “gifts” are
enclosed in direct mail solicitations to make the
recipient feel obligated to give something back.

• Ask how your money will be used. What percentage will
go to the actual programs versus the administrative and
fundraising costs?

• Chain letters: Unsolicited appeals, usually in the form
of emails, ask potential donors not only to contribute to
an organization but also to forward the email to friends
and family members.

• High-pressure tactics: A solicitor urges the potential
donor to give money (usually cash) immediately, before
he or she has a chance to review information.

• Don’t give in to high pressure or emotional appeals that
urge you to donate on the spot. If you are unsure, don’t
be afraid to ask for more information.

• Give directly to the charity if possible, rather than to an
organization claiming it will forward your donation to
the charity.

• Sound-alike names: Fraudulent charities take names
that are very similar to those of high-profile charities
that are known and trusted by the public.

• Don’t be fooled by a name that closely resembles the
name of a respected and well-known charity. Make sure
you know who you are dealing with.

• Spam email: These unsolicited emails are sent to many
people at once and often contain an emotional appeal
and links to a website where potential donors can make
an instant online donation using a credit card.

