STATE OF MISSOURI
DEPARTMENT OF PUBLIC SAFETY
OFFICE OF THE DIRECTOR
CRIMINAL JUSTICE/LAW ENFORCEMENT UNIT

P.0. BOX 749
Michael L. Parson 1101 RIVERSIDE DRIVE
JEFFERSON CITY, MO 65102

Sandra (Sandy) K. Karsten

Governor Director

STATE CYBER CRIME GRANT (SCCG)
2021 LOCAL SOLICITATION

CFDA #N/A

Project Period:
June 1, 2020 to May 31, 2021

Application Deadline:
Applications must be submitted no later than 5:00 p.m. on Tuesday, March 10, 2020
https://dpsgrants.dps.mo.gov

Contact Information:

For assistance with the requirements of this solicitation or for technical assistance with
submitting an application, contact one of the following staff:

Name Title Phone Number
Heather Haslag Program Manager (573) 751-1318
Laura Robinson Program Specialist (573) 526-1928
Sarah Crawford Program Representative (573) 522-3455

Release Date: January 28, 2020


https://dpsgrants.dps.mo.gov/

STATE CYBER CRIME GRANT (SCCG) PROGRAM
TABLE OF CONTENTS

GENERAL PROGRAM GUIDELINES
l.

Il.
M.
V.
V.
VI
VII.
VI,
IX.

APPLICATION INSTRUCTIONS

OVEIVIBW ittt ettt et e e ettt e e e e e e ettt e e e e e e s e bbbt eeeeeeessaabbbeaaeeeeeeeaasbbaeaeeeesssaaassraaaaaeeennn 4
(U oY TaT= AN | To o= Y o o H SR PPP 4
S FF=4] o F=I AN o] ] Lok o N £ PP 4
TaT=1 =41 o] AN o] ] ok o} €3PSR 5
T4 o L=l AU o T YNy AN = PP 5
Ineligible Activities and COSt IEEMS ....uiiiiiiiiie it ree e e ree e s e e s e ares 11
o) [=Tot f 22T T Yo FO TSP SP PSP 12
Local MatCh REQUITEMENT ....c...eiiiieciiee ettt e e e et e e e et e e e e e st aeeeenbeeeeenreeeeennsees 12
YT o] o] F= Lol £ 1oV PRSPPI 12

[ o X VYR o 37 o] o 1Y TSR 14
F AN oY o] [Tor=1uToT o T o] 0 ' L3 19
Form #1: General INfOrmation.....ccc.uvveeiiiiiiiieeeeeee e 19
Form #2: Contact INformation .....ccc.uveeeiiiiiiiiieeeeee et 20
FOrm #3: Project SUMIMAIY ..ccciiiiiiiiiiiieeeeeeeeeeeeeeeeeee e e e e e e e e e eeeeseeeeeseseeeseseseeeseseseeees 24
oY T 7 S 21U Lo P P 25
PEISONNEL ... et ee e e e e e eneaaans 25
Personnel Justification.......cccccccvviiiiiiii 27
Personnel BenefitS.....ccccovviiiiiiiiiiii 27
Personnel Benefits Justification ........cccceeeveeiiiiiieeiiiicccieeeee s 29
Personnel OVertime ... 30
Personnel Overtime Justification .......ccccccceeeiiiveeeeec i 31
Personnel Overtime Benefits.......ccovvveeeeiiiiiiiiniieeeee e 31
Personnel Overtime Benefits Justification ........ccccceeeveivvvveeeeeeeiiennns 33
Travel/Training .o e be e 33
Travel/Training JUStIfication ........cccceveeiieeiieece e, 35
EQUIPMENT .ottt e e e e e s s saabane e e e e s s snaenns 36
Equipment JUustification .........cooociiieeciiieeecee e 37
. SUPPIIES/OPEIAtIONS ...cccuveeetie ettt ettt ettt et et eeeare e 37
Supplies/Operations Justification..........cceeeveeeeieeecieccree e, 38
(00] 01 (=1 1V = R 39
P. Contractual JUSTIfication ..........cociiiiieiieeeiiii e 40
FOrm #5: Brief HiSTOIY...oii ittt e e aree e e ree e e e 40
Form #6: Statement of the Problem.........cooieeeiiiiiieeeeee e 41
Form #7: Goals and ObjeCtiVES ........uuiiiiiei i 41
Form #8: TYPE Of PrOZram .....occceeiiieeeee ettt ettt et e ree e e e 53
FOrm #9: SUPPIANTING. ... e e e e e e e e e e e e e e areeeeee s 54
Form #10: Audit REQUIrEMENTS ....eeiiiiiieieciiee ettt ree e e 56
Form #11: Required Attachment...........coeviiiiiiiiiiiiccceee e 57
Form #12: Other AttaChmMENTS.....cccuviiiiiee e 58
FOrm #13: Certified ASSUMANCES.....ccvvveiieeeeeeeiirrreeeeeeeeeeciireeeeeeeeesstaraeeeeeeeessnsnreeeeeeas 58
SUBbMItEING @N APPHCATION . .uiiiiiiiie e e et re e e s ebt e e s s btee e e entaeeeaans 59

OCZIrA-~"IOMMUO®R




POST-APPLICATION INFORMATION ....ccuuuiiiiimnniiiiiinnniiiiinnniiiiieniiiitemmsiiisiemssiiemsssiseessssessssssssssesss 60

T 1Yo o] [Tt 1A To Y T 2 U=V 1= YU PUOUPRPE 60
Il VLo Yo T oY= \\Fo) ] 1 Tor= Y T o PSP 60
PROGRAM-SPECIFIC GRANT GUIDELINES......ccccoiutiituiiiniiiniiiniiniiniieniissicrsicrssississsiosssossssnsssssssnes 61
l. DPS Financial and Administrative GUIdE .......ccuivvciiiiriiiiiie ettt sre e s s 61
Il DPS Subrecipient Travel GUIAEINES ........c.vveiiiiiiie et be e e e 61
PO o o - T T= LI g W o T 5o o Lo 1] FO SRR 61
AL MY PrOFilE e ae e e 61
B. Contact INformation.........oeivciiiiiiiiiii e e 61
LG = TW T F = PSSP 62
V. REPOItiNG REQUITEMENTS ..ottt ettt e e e e e e s s e e e e e e s s s abtbeeeeeeeeesannsnnaeens 62
A, Information Sharing .......coovciiiiiiciie e 62
2 S @1 1o o TSR SPP 62
G, SEAtUS REPOITS e e e e e e e e e e e e e e e e e 64
V. SUDAWAId AQJUSTMENTS ..eeiieiiiie ettt e e s st e e s s bte e e e sbeeeessbteeessnseeeessseeeananns 65
) = TUTe F= Ll =NV T o TR 65
B.  Program REVISIONS.......uuiiiiiiiiiiiiiiiteeee e eeeiittte e e e e sttt e e e e s s s ssisberae e e e s s ssssnreaeeeens 65
VL. Y oY1) o] o o V- SN U UPP PP UPPP PP 66
LY A PR @fe T o1 T [=T | - | 11 0 SR 66
APPENDIX A — Change of Information FOrm..........cciiiiieiiiiiiiiiiiiiiciiireceicssrcneecesesnsssesssnssessssnnnns 68
APPENDIX B — SUDQWard .....cccuuuuiiiiiiiiiiiiiiiiiiiiiiinrnnieciss e eresssssssss s e e eesasssssssssssenes 69
APPENDIX C — Subaward Adjustment NOTICe ......cccciiieiiiieiiiiiiiiiicieinrncreeisreesesenesesensssssnsessnnns 70
APPENDIX D — Inventory Listing FOrM.....ccoiiiiiiiiiiiiiiniinninininnininnnnnnninsnnnnnnnnnsssssssssssssssssssssssssssssssnens 71



GENERAL PROGRAM GUIDELINES

OVERVIEW:

The State Cyber Crime Grant (SCCG) program was created within the Missouri Department of Public Safety in
state FY13 from monies appropriated through House Bill 2008 to support the continued operation of multi-
jurisdictional law enforcement cyber crime task forces.

Prior to the SCCG program, the cyber crime task forces were funded with state Internet Cyber Crime Grant
(ICCG) monies until May 2009 and then with federal Multi-Jurisdictional Cyber Crime Grant (MJCCG) monies
until February 2013.

The original cyber crime grant program was developed by the State of Missouri in correlation with House Bill
1698, also known as Jessica’s Law. The overall purpose of the SCCG program retains this same mission, which
is to support a broad range of activities to prevent and control internet crime as it relates to children.

FUNDING ALLOCATION:

SCCG funds come from the Missouri General Revenue and are subject to request and approval each fiscal year.

ELIGIBLE APPLICANTS:

Any unit of state or local government within Missouri may apply for SCCG funds from the Missouri Department
of Public Safety so long as the project is multi-jurisdictional. A Memorandum of Understanding (MOU) [or
Memorandum of Agreement (MOA)] must be submitted with the application to verify the nature of the multi-
jurisdictional effort.

The applicant agency for a SCCG project must be its respective unit of state or local government.

To be eligible for state funds, the applicant must be in compliance with the following state statutes?, where
such apply to the applicant:

[0 Section 43.505 RSMo — Uniform Crime Reports

Pursuant to 43.505.3 RSMo, every law enforcement agency in the state shall (1) submit crime incident

reports to the department of public safety on forms or in the format prescribed by the department;

and (2) submit any other crime incident information which may be required by the department of

public safety.

NOTE: Itis the responsibility of the applicant to check the status and submission of such reports
with the Missouri State Highway Patrol (MSHP) prior to submitting an application. A copy of
such reports need not be submitted with the application.

[0 Section 590.650 RSMo — Vehicle Stops Report
Pursuant to 590.650.3 RSMo, (1) every law enforcement agency shall compile the data described in
subsection 2 for the calendar year into a report to the attorney general and (2) each law enforcement
agency shall submit the report to the attorney general no later than March first of the following
calendar year.
NOTE: Itis the responsibility of the applicant to verify the submission of this report with the
Attorney General’s Office prior to submitting an application. Failure to submit the 2019

! The summaries provided above are reflective of language as of the time of solicitation posting. If changes occur with the
state laws, applicants and grantees are required to abide by the respective changes.
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http://revisor.mo.gov/main/OneSection.aspx?section=43.505&bid=35637
http://revisor.mo.gov/main/OneSection.aspx?section=590.650&bid=30357&hl=590.650%u2044

Vehicle Stops Report will result in the automatic denial of the application. A copy of such
report need not be submitted with the application.

[0 Section 513.653 RSMo — Federal Forfeiture Report

Pursuant to 513.653.1 RSMo, law enforcement agencies involved in using the federal forfeiture system

under federal law shall file a report regarding federal seizures and the proceeds therefrom. Such

report shall be filed annually by February fifteenth for the previous calendar year with the state
auditor’s office.

NOTE: Itis the responsibility of the applicant to verify the submission of this report with the
Missouri State Auditor’s Office prior to submitting an application. Any law enforcement
agency that intentionally or knowingly fails to comply with the reporting requirement shall
be ineligible to receive state or federal funds which would otherwise be paid to such agency
for law enforcement, safety, or criminal justice purposes. A copy of such report need not be
submitted with the application.

[0 Section 590.700 RSMo — Written Policy on Recording of Custodial Interrogations
Pursuant to 590.700.4 RSMo, each law enforcement agency shall adopt a written policy to record
custodial interrogations of persons suspected of committing or attempting to commit felony crimes as
outlined in subsection 2 of this section.
NOTE: Itis the responsibility of the applicant to ensure the prescribed written policy is in place
prior to submitting an application. A copy of such policy need not be submitted with the
application; a copy will be requested during site visit monitoring.

[0 Section 43.544 RSMo — Written Policy on Forwarding Intoxication-Related Traffic Offenses

Pursuant to 43.544.1 RSMo, each law enforcement agency shall adopt a policy requiring arrest

information for all intoxication-related traffic offenses be forwarded to the central repository as

required by Section 43.503 RSMo and shall certify adoption of such policy when applying for any grants

administered by the department of public safety.

NOTE: Itis the responsibility of the applicant to ensure the prescribed written policy is in place
prior to submitting an application. A copy of such policy need not be submitted with the
application; a copy will be requested during site visit monitoring.

IV. INELIGIBLE APPLICANTS:
Non-profit and for-profit organizations are ineligible for SCCG funds from the State of Missouri.

V. ELIGIBLE PURPOSE AREAS:
The goal of the SCCG Program is to make funds available to reduce internet sex crimes against children and
improve public safety for children through investigations, forensics, and prevention. SCCG funds may be
awarded for any one of the following budget categories as deemed necessary to effectively and efficiently
operate the proposed project:

1. Personnel, Personnel Benefits, Personnel Overtime, & Personnel Overtime Benefits
Salaries, overtime, and/or fringe benefits of detectives and forensic personnel whose focus is investigating
Internet sex crimes against children, including but not limited to enticement of a child and possession or
promotion of child pornography.

2. Travel/Training

Training and travel-related costs of law enforcement and forensic personnel as well as prosecuting
attorneys, circuit attorneys, and consultants hired to provide training at the project agency.


http://revisor.mo.gov/main/OneSection.aspx?section=513.653&bid=35674
http://revisor.mo.gov/main/OneSection.aspx?section=590.700&bid=30359
http://revisor.mo.gov/main/OneSection.aspx?section=43.544&bid=1429&hl=43.544%u2044
http://revisor.mo.gov/main/OneSection.aspx?section=43.503&bid=35728

Computer crime investigative/examination tasks generally fall into the following five (5) categories:

Field Investigations

Mobile Device Extractions
Online Investigations

Mobile Forensic Examinations
Computer Forensic Examinations

vk wNRE

Cyber crime detectives and forensic personnel shall meet minimum training standards. The respective
minimum training standards, by category, shall either be in place at the time of application for a grant or
the application shall include training scheduled within the grant period to address training needs.

Police/Peace Officer Certification is mandatory and foundational in all aspects for Field Investigators and
Online Investigators. Mobile Device Extractors, Mobile Forensic Examiners, and Computer Forensic
Examiners may be certified officers or suitably trained civilian employees.

Field Investigator

Field Investigators are trained, equipped, and authorized to perform criminal investigations in the

field. Field-level investigations are conducted by sworn officers with the power of search and seizure, as
well as arrest powers. Field Investigators are viewed as the case agent and generally are tasked with
overseeing the investigation from report through to adjudication (sometimes with assistance from other
field investigators). In addition to those roles, duties of the Field Investigator include documenting
complaints from reporting parties, victims, suspects, and witnesses through interviews and
correspondence. Field Investigators also author and execute search warrants of physical locations and of
requests for records stored online with Internet Service Providers. The authoring of search warrants
entails gathering information, compiling it, and obtaining necessary approvals from judges and
prosecutors. Upon execution of search warrants, Field Investigators are authorized to seize, store, and
obtain analysis of evidence in support of the investigation. Field Investigators are also empowered to
arrest suspects. Lastly, Field Investigators compile the case reports and other evidentiary items for
presentation to the prosecuting authority and testify, as requested, through the trial process.

Minimum training:

[] Police/Peace Officer Certification

[J Training in the seizure of electronic evidence through one (or more) of the following courses:
0 FBI’s ICAC Basic Course (through FBI’'s Computer Analysis Response Team/CART training)

IACIS’ Certified Electronic Evidence Collection Specialist (CEES)

ICAC/Fox Valley/NCITC’s CI-091 Introduction to Previewing

ICAC/Fox Valley/NCITC’s CI-101 Secure Techniques for Onsite Previewing (STOP)

ICAC/Fox Valley/NCJTC’s Seize and Analyze Mobile Devices

MO ICAC/Dent Co.’s BEER Course

NW3C’s DF-102 Basic Digital Forensic Analysis (BDFA): Previewing

NW3C’s DF-100 Basic Digital Forensic Analysis (BDFA): Seizure

NW3C’s CI-100 Identifying and Seizing Electronic Evidence (ISEE)

NW3C'’s CI-091 Introduction to Previewing

NW3C’s Cl-101 Secure Techniques for Onsite Previewing (STOP)

Other:
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[J Training, and certification where certification is applicable, to utilize an on-scene tool through one (or
more) of the following courses:

ADF Solutions’ Digital Evidence Investigator (DEI)

FBI-RCFL’s ImageScan

ICAC/Fox Valley/NCJTC’s ImageScan

ICAC/Fox Valley/NCITC’s osTriage

FBI’s FTK Imager (through FBI’s Computer Analysis Response Team/CART training)

NW3C’s DF-102 Basic Digital Forensic Analysis (BDFA): Previewing

NW3C's osTriage

ICAC/Fox Valley/NCITC’s CI-101 Secure Techniques for Onsite Previewing (STOP)

NW3C'’s CI-101 Secure Techniques for Onsite Previewing (STOP)

Other:

O 0000 O0OO0OO0OO0OO

Recommended training:

[J Training in basic, entry-level, online investigations through one of the following courses:
0 ICAC/Fox Valley/NCITC’s Investigative Techniques (IT) (Basic Investigative Techniques)
0 NW3C’s Investigative Techniques (IT)

[] If an officer is investigating Peer-to-Peer (P2P), on the job training by working with an experienced P2P
investigator
NOTE: Conducting field investigations of P2P cases is not the same as utilizing or running P2P software
and thus has different expectations. An officer can conduct field investigations of P2P cases without
formal training (although not recommended) but cannot obtain a P2P software license without training
completion.

Mobile Device Extractor

Mobile Device Extractors are trained and authorized to utilize a cellular device kiosk station. (A kiosk is a
preview tool that enables investigators to see a portion of the data quickly and easily; however, the kiosk
was not designed to take the place of a full scale cell phone examination performed by a certified
examiner.) This role can also include assisting or training other law enforcement officers to utilize a
cellular device kiosk station.

Minimum training:

[J Training from an experienced forensic examiner, or a fellow experienced mobile data extractor, on
how to utilize a mobile data extractor tool

Online Investigator

Online Investigators are tasked with conducting investigations on the Internet. This role can include
“chatting” (communicating) with suspects and victims in an undercover capacity in an effort to identify
criminal conduct and gather evidence. This role may also include consulting law enforcement restricted
databases, which document and track the distribution of child pornography, and developing leads for
those investigations. In addition, this role may include monitoring and documenting advertisements,
postings, social media, and any other publicly viewable online sources for leads to criminal conduct.



Minimum training:

O

Police/Peace Officer Certification
[J Training in basic, entry-level, online investigations through one (or more) of the following courses:
0 FBI’'s Online Covert Employee Course
0 ICAC/Fox Valley/NCITC’s Investigative Techniques (IT) (Basic Investigative Techniques)
0 NW3C’s Investigative Techniques (IT)
0 Other:
[J Training in undercover communications through one (or more) of the following courses:
0 ICAC/Fox Valley/NCITC's Undercover Chat (UC)
0 ICAC/Fox Valley/NCITC’s Undercover Chat (UC) Concepts
0 ICAC/Fox Valley/NCITC’s Undercover Communications
0 Other:
[J If an officer is utilizing or running Peer-to-Peer (P2P) software, training on P2P investigations through
one (or more) of the following software programs:
Ares
BitTorrent
eMule
ephex
Freenet
Other:
NOTE: Utilizing or running P2P software is not the same as conducting field investigations of P2P cases
and thus has different expectations. An officer cannot obtain a P2P software license without training
completion but can conduct field investigations of P2P cases without formal training (although not
recommended).

O O0OO0OO0OO0O0o

Recommended training:

[] At least 8 hours annually of additional training in cyber crime investigations
Mobile Forensic Examiner

Mobile Forensic Examiners are investigators who are experts in gathering, recovering, analyzing and
presenting data evidence from mobile devices using specialized forensic software and hardware. Mobile
devices are defined in this context as cellular phones, tablets, cameras, and handheld GPS devices. This
includes removable media used by those devices such as MicroSD cards. Forensics on mobile devices is an
analysis of files beyond the attributes which are logically viewable by an ordinary user of the device.
(Using forensic software or hardware to simply view and export ordinarily viewable files and information is
not restricted or limited to forensic examiners and can be performed by investigators.) Mobile Forensic
Examiners are not required to be trained to the same level as Computer Forensic Examiners; the training
may forego the basic computer knowledge and file system courses and can focus solely on mobile device
forensics.

Minimum training:

[1 Training in basic, entry-level, mobile forensic examinations through one (or more) of the following
courses:
0 BK Forensics’ Basic Cell Forensics
0 Cellebrite’s Certified Mobile Forensics Fundamentals (CMFF)
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Cellebrite’s Cellebrite Certified Operator (CCO)

DHS/FLETC’s Mobile Device Investigations Program (MDIP)

FBI’s Certified Forensic Examiner

ICAC/Fox Valley/NCJTC’s CI-105 Basic Cell Phone Investigations

ICAC/Fox Valley/NCJTC’s CI-150 Introduction to Cell Phone Investigations
ICAC/Fox Valley/NCJTC's Mobile Device Investigations

ICAC/Fox Valley/NCJTC’s Seize and Analyze Mobile Devices

Magnet Forensics’” AX100 Forensic Fundamentals

NCFI’s Basic Investigation of Computer and Electronic Crimes Program (BICEP)
NCFI’s Basic Mobile Device Investigations (BMDI)

NDCAC'’s Collection/Seizure of Mobile Devices for Investigators

NW3C’s CI-103 Introduction to Cell Phone Investigations

NW3C’s CI-105 Basic Cell Phone Investigations

NW3C’s CI-120 Cell Phone Seizure and Acquisition

NW3C’s CC 350 Mobile Device Forensic Analysis

PATC’s Smartphone Forensics and Cellular Technology Certification
SEARCH'’s Core Skills for the Investigation of Mobile Devices

Other:

Basic proficiency documentation or certification provided by a recognized trainer or authority through
one (or more) of the following programs:

O 0000000000 O0OO0OO0OO0OO

Access Data’s iOS Forensics

Access Data’s FTK Mobile Intermediate

Blackbag Technology’s Certified BlackLight Examiner (CBE)
BlackBag Technology’s Certified Mobilyze Operator (CMO)
Cellebrite’s Cellebrite Certified Mobile Examiner (CCME)
Cellebrite’s Cellebrite Certified Operator (CCO)
Cellebrite’s Cellebrite Certified Logical Operator (CCLO)
Cellebrite’s Cellebrite Certified Physical Analyst (CCPA)
FBI’s Certified Mobile Device Examiner

IACIS’ Certified Mobile Device Examiner (ICMDE)

Magnet Forensics’” AX200 AXIOM Examinations

Magnet Forensics’ Magnet Certified Forensics Examiner (MCFE)
NCFI’s Mobile Device Examiner (MDE)

SANS’ Mobile Device Forensics

MSAB’s XRY Certification

Other:

Vendor-specific training with one (or more) of the following forensic tools:

O O0OO0OO0O0OO0O0OO0O0

BlackLight (vendor: BlackBag Technologies)

Cellebrite (vendor: Cellebrite)

EnCase-Mobile Data module (vendor: Guidance Software/OpenText)
FTK-Mobile Data module (Forensic Tool Kit) (vendor: Access Data)

IEF-Mobile Data module (Internet Evidence Finder) (vendor: Magnet Forensics)
Oxygen (vendor: Oxygen Forensic)

SecureView (vendor: SecureView)

XRY (vendor: MSAB)

Other:




Recommended training:

[J At least 8 hours annually of additional training in mobile forensic investigations

Computer Forensic Examiner

Computer Forensic Examiners are investigators who are experts in gathering, recovering, analyzing and

presenting data evidence from computers and other digital media using specialized forensic software and
hardware. Computer forensics is an analysis of files beyond the attributes which are logically viewable by

an ordinary user of the device or media. (Using forensic software or hardware to simply view and export
ordinarily viewable files and information is not restricted or limited to forensic examiners and can be

performed by investigators.)

Minimum training:

[J

Training in basic, entry-level, computer forensic examinations through one (or more) of the following

courses:

O O0OO0OO0OO0OO0O0OO0O0

FBI’s Certified Forensic Examiner

ICAC/Fox Valley/NCITC’s Basic Data Recovery & Acquisition (BDRA)
NW3C’s CC-101 Basic Data Recovery & Acquisition (BDRA)

ICAC/Fox Valley/NCJTC’s CC-201 Basic Digital Forensic Imaging (BDFI)
NW3C’s CC-101 Basic Digital Forensic Imaging (BDFI)

NW3C’s DF-103 Basic Digital Forensic Analysis (BDFA): Acquisition
Magnet Forensics’” AX100 Forensic Fundamentals

NCFI’s Basic Investigation of Computer and Electronic Crimes Program (BICEP)

Other:

Basic proficiency documentation or certification provided by a recognized trainer or authority through
one (or more) of the following programs:

O 0000000000000 O0OO0OO0OOo

Vendor-specific training with one (or more) of the following forensic tools:

(0}
(0}

Access Data’s Certified Examiner (ACE)

Access Data’s Forensic Tool Kit (FTK) Bootcamp

Blackbag Technology’s Certified BlackLight Examiner (CBE)

FBI’s Digital Extraction Technician (DEXT)

FLETC's Seized Computer Evidence Recovery Specialist (SCERS)
IACIS’ Basic Computer Forensic Examiner (BCFE)

IACIS’ Certified Forensic Computer Examiner (CFCE)

IACIS’ Computer Incident Response Forensics

ISFCE’s Certified Computer Examiner (CCE)

Magnet Forensics’ AX200 AXIOM Examinations

Magnet Forensics’ AX250 AXIOM Advanced Computer Forensics
Magnet Forensics’ Magnet Certified Forensics Examiner (MCFE)
NCFI’s Basic Computer Evidence Recovery Training (BCERT)
NICCS’ Certified Digital Forensics Examiner (CDFE)

NW3C’s Certified Cyber Crime Examiner (CCCE) (3CE)
NetClean’s Digital Investigator (DI) Certification

OpenText’s EnCase Certified Examiner (EnCE)

Other:

BlackLight (vendor: BlackBag Technologies)
EnCase (vendor: Guidance Software/OpenText)
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Forensic Tool Kit (FTK) (vendor: AccessData)

Internet Evidence Finder (IEF) (vendor: Magnet Forensics)
X-Ways (vendor: X-Ways Software Technology AG)

Other:

O 00O

Recommended training:

[J At least 8 hours annually of additional training in computer forensic investigations

3. Equipment
Items directly related to digital imaging, preventing or combating cyber crime activities, or evidence

storage to include, but not limited to, projectors, computer hardware, printers, servers, voice changers,
voice recorders, evidence lockers, write blocking devices, wireless network finders, digital cameras,
camcorders, and other field investigative items not available from the home agency.

NOTE: Items must have a direct effect on combating and/or preventing cyber crimes, meaning that the
item would be considered needed specifically to work such crimes. Flashlights, for example, may
be used as an investigative tool during search warrants but are not deemed a tool specifically
needed for investigating cyber crimes. This item should rather be provided by the officer’s law
enforcement agency. Costs will be considered for funding based on justification for each item
and its direct relation to the purpose of this funding opportunity.

4. Supplies/Operations
Costs directly associated with operating a cyber crime task force and its activities to include, but not
limited to, covert P.O. Box, investigative/forensic computer software (without contracts), forensic tools,
software licenses/maintenance (without contracts), anti-virus software (without contracts), server
software (without contracts), CD-R/DVD-R, media storage, external hard drives, and cell phone tips.

NOTE: Supply items and operating costs must have a direct effect on combating and/or preventing cyber
crimes, meaning that the item would be considered needed specifically to work such crimes.

5. Contractual
Costs directly associated with operating a cyber crime task force and its activities that are secured on a
contractual nature to include, but not limited to, internet access, wireless air cards, investigative/forensic
software licenses/maintenance (with contracts), anti-virus software (with contracts), server software (with
contracts), and consultants hired to provide training at the project agency.

NOTE: Contractual costs must have a direct effect on combating and/or preventing cyber crimes,
meaning that the item would be considered needed specifically to work such crimes.
Compensation for individual consultant services is to be reasonable and consistent with that paid
for similar services in the marketplace. Travel costs for a consultant, if applicable and quoted
separately, should be included in the Travel/Training budget category.

VI. INELIGIBLE ACTIVITIES AND COST ITEMS:

Ineligible activities and cost items include, but are not necessarily limited to, the following:

O Bonuses or Commissions
O Construction/Renovation Projects
O Daily Subsistence within Official Domicile

11



VII.

VIIL.

Entertainment Expenses & Bar Charges

Finance Fees for delinquent payments

First Class Travel

Indirect Costs

Less-than-lethal Weapons

Lobbying or Fundraising

Military-Type Equipment

Office Equipment (e.g. calculator, shredder, telephone, copier, fax machine, scanner)
Office Furniture (e.g. desk, chair, bookcase, file cabinet, lamp, table)

Office Lease/Purchase

Office Supplies (e.g. pens, pencils, paper, tape, staples, ink cartridges, file folders, postage)
Personal Incentives for Employment

Pre-Paid Fuel/Phone Cards

Telephones and Pagers

Vehicles (Lease or Purchase)

Weapons and Ammunition

[ Iy Ny Iy Iy Ny Iy By Ny Oy By

PROJECT PERIOD:
The 2021 SCCG project period is June 1, 2020 through May 31, 2021. Requests for extensions to this project
period are not allowed.

All funds must be obligated and all proposed activities must be performed within this project period. Funds
are considered “obligated” when a legal liability to pay a determinable sum(s) for services is incurred, which
will require payment during the same or future period.

Funds which have been properly obligated (or can be pro-rated) must then be expended within 10 days
following the project period end date (June 10, 2021). Funds are considered “expended” when payment is
made.

Any funds not properly obligated or properly expended will lapse and revert back to the Missouri Department
of Public Safety.

LOCAL MATCH REQUIREMENT:
There is no local match requirement on the SCCG funding opportunity.

SUPPLANTING:
Supplanting is defined as taking the place of or replacing with something else.

Supplanting or shifting money to avoid the issue of supplanting is strictly prohibited. SCCG funds must be used
to supplement existing funds for program activities and will not be awarded towards budget items that are and
will continue to be funded by another source of money. SCCG funds shall be used to fund new projects,
expand/enhance existing projects, or continue a funded project.

Subrecipients shall not use SCCG funds to pay for programs or expenses that they already are obligated to pay
or have funded in previous years without proper and adequate justification. If an existing personnel position
receives grant funding, the position must be back-filled as the agency has an obligation to continue funding the
same number of employees.
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Refer to the “Application Instructions-Supplanting” section of this solicitation for more information and for
examples of supplanting and non-supplanting.
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APPLICATION INSTRUCTIONS

HOW TO APPLY:

Applications for SCCG funding must be submitted online via the Missouri Department of Public Safety
WebGrants System at https://dpsgrants.dps.mo.gov. WebGrants is a web-based computer application that
will support the application and administration of grants available from the Missouri Department of Public
Safety, Office of the Director.

0 New Organizations
If your applicant organization has not yet registered with the WebGrants system:

1.

Acquire a DUNS (Data Universal Numbering System) Number

A DUNS number is a unique nine-digit sequence recognized as the universal standard for identifying
and keeping track of entities receiving federal funds. Obtaining a DUNS number is a free, one-time
activity. Ask the grant administrator, chief financial officer, or authorizing official of your organization
to identify your DUNS number. If your organization does not know its DUNS number or needs to
register for one, visit https://www.dnb.com/.

The DUNS number should be that of the applicant agency (unit of state or local government).

NOTE: While the DUNS number is necessary to track entities receiving federal funds, and SCCG
monies are state funds, the DUNS field is required of all organizations registered within
WebGrants and therefore must still be completed.

Acquire or Renew Registration with the System for Award Management (SAM) - Formerly known as
CCR (Central Contractor Registration) Database

SAM stands for System for Award Management and is a Federal Government owned and operated free
website that centralizes information about grant recipients. Federal guidelines require that applicant
organizations must (1) be registered in SAM.gov prior to submitting an application; (2) provide a valid
DUNS number in its application; and (3) continue to maintain an active SAM registration with current
information at all times during which it has an active grant award.

To register in SAM or to renew or update an existing SAM registration, visit https://www.sam.gov.
Upon successful registration with SAM, the applicant organization will be assigned a unique 5
character CAGE Code consisting of numbers and letters. (Prior to SAM, the Federal government
utilized CCR. CCR stood for Central Contractor Registration. Upon successful registration with CCR, the
applicant organization was assigned a unique 5 character CAGE/NCAGE sequence consisting of
numbers and letters.)

Obtaining a SAM CAGE code is a free activity but organizations must renew a SAM registration every
12 months. Ask the grant administrator, chief financial officer, or authorizing official of your
organization to identify the applicant agency’s SAM CAGE code. If your organization does not know its
SAM CAGE code or needs to register for one, visit https://www.sam.gov. Or if your organization’s SAM
registration has expired (or soon will expire), visit https://www.sam.gov to renew the registration.
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NOTE: While SAM Registrations are required for entities receiving federal funds, and SCCG monies
are state funds, the debt and exclusion information available from SAM is used in the SCCG
application review process and therefore is still needed.

Complete the “Register Here” on the WebGrants login page
Personal Information

The Personal Information section should contain work-related information for the individual registering
in WebGrants.

e Name: provide your proper salutation title (Mr., Ms., Colonel, Sheriff, Deputy, Chief, Lt., Sgt., etc.)
and first and last name
e Job Title: provide your job title
e Email: provide an email address that will be checked regularly as WebGrants will send scheduled
alerts pertaining to the application and grant processes
NOTE: The emails will be sent from dpswebgrants@dps.mo.gov so ensure this email address is
added to your contact list or selected as a safe sender to avoid the emails being filtered
as junk or spam.
e Mailing Address: provide your agency’s mailing address (excluding the city, state, and zip code). If
your agency has a PO Box, that information should be listed here. If your agency does not have a
PO Box, then the street address should be listed here.
e Street Address 1: provide your agency’s physical street address where applicable and different
than the Mailing Address provided above. Do not repeat the Mailing Address!
o Street Address 2: provide additional information where applicable. Do not repeat the Mailing
Address or Street Address 1 information!
e City/State/Zip: provide your agency’s city, state, and zip code
e Phone/Extension: provide a daytime telephone number and an extension, where applicable. If
your telephone number is a direct line, leave the extension field blank.
e Fax: provide a fax number

Organization Information
The Organization Information section should contain information pertaining to the applicant agency
(unit of state or local government).

e Applicant Agency: provide your unit of state or local government followed by a comma and the
project agency. (For example, if the Cole County Sheriff’s Office had a Cyber Unit, they would
register as the “Cole County, Cyber Unit”.)

e Organization Type: select “Government”. If your organization is not a government organization,
refer to the “General Program Guidelines-Eligible Applicants” section of the solicitation for more
information.

e Federal Tax ID #: provide the 9-digit FEIN # of your unit of state or local government

o DUNS #: provide the 9-digit DUNS number of your unit of state or local government

e SAM/CCR CAGE Code/Valid Until Date: provide the 5 digit SAM CAGE Code assigned from SAM
for your unit of state or local government and the respective Expiration Date of such SAM
registration

e Organization Website: provide the website of your unit of state or local government, where
available. This field is not required; may leave blank.
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e Mailing Address: provide the mailing address of your unit of state or local government. If your
unit of government has a PO Box, that information should be listed here. If your unit of
government does not have a PO Box, then the street address should be listed here.

e Street Address 1: provide the physical street address where applicable and different than the
mailing address provided above for your unit of state or local government. Do not repeat the
Mailing Address!

e Street Address 2: provide additional information where applicable. Do not repeat the Mailing
Address or Street Address 1 information!

e City/State/Zip/+4: provide the city, state, zip code, +4 zip code extension of your unit of state or
local government

e County: select the county in which your unit of state or local government is located

e Congressional District: select the congressional district in which your unit of state or local
government is located

e Phone/Extension: provide a daytime telephone number and an extension, where applicable, for
your unit of state or local government. If the telephone number is a direct line, leave the
extension field blank.

e Fax: provide a fax number of the unit of state or local government

Once the above fields are completed, click the ‘Register’ link. A confirmation page will be displayed
and you will receive a confirmation email to the email address provided under the Personal
Information section of the registration form.

Once the registration is submitted, notification will be sent to the Missouri Department of Public
Safety to approve the new user. The registrant will receive another email when the Missouri
Department of Public Safety approves or disapproves the registration. If your registration is approved,
your User ID and Password are active and you may log into the system. If your registration is
disapproved, the email will contain the reason.

Once your registration is approved, you may add additional users from your organization to view
application and/or grant information. To add registered users, log into WebGrants, click the ‘My
Profile’ module from the Main Menu, select the applicable Associated Organization name, click ‘Add’
under the Registered Users section, and complete all the required fields on the form. Users which are
added by an approved registered user will not be subject to approval by the Missouri Department of
Public Safety.

NOTE: Only new organizations should complete the registration form on the login page. Returning
organizations should not complete this form as it will re-register the existing organization. If
you have forgotten your login information, do not re-register to obtain a new login. It will
only create duplicate and unnecessary records in the system database and may not allow the
user to see all appropriate grant records. If you are unsure if your organization has an
existing profile, contact a staff member of the Missouri Department of Public Safety as listed
on the cover page of this solicitation.

U Returning Organizations
If your applicant organization has already registered with the WebGrants system, login with the User ID
and Password previously provided to you during the registration process. (If you have misplaced or
forgotten your login information, utilize the ‘Forgot User ID’ and/or ‘Forgot Password’ tools on the login
screen of WebGrants to retrieve such information. The Missouri Department of Public Safety staff is
unable to retrieve such sensitive information, but if you have trouble retrieving your login information,
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contact a staff member of the Missouri Department of Public Safety as listed on the cover page of this
solicitation.) And then complete the following steps before you start your application:

1. Verify your Work Information

Under the ‘My Profile’ module of WebGrants, review all work-related information provided. Click
‘Edit’ where necessary to update or correct any of your work information.

2. Verify your Organization Information

Under the ‘My Profile’ module of WebGrants, click on your department’s name under the Associated
Organizations section and review all information provided for your applicant agency. Click ‘Edit’ where
necessary to update or correct any organization information, including the DUNS number or the
SAM/CCR CAGE Code and Expiration Date, which derives from the System for Award Management
(SAM).

A DUNS number is a unique nine-digit sequence recognized as the universal standard for identifying
and keeping track of entities receiving federal funds. Obtaining a DUNS number is a free, one-time
activity. Ask the grant administrator, chief financial officer, or authorizing official of your organization
to identify your DUNS number. If your organization does not know its DUNS number, visit
https://www.dnb.com/.

NOTE: While the DUNS number is necessary to track entities receiving federal funds, and SCCG
monies are state funds, the DUNS field is required of all organizations registered within
WebGrants and therefore must still be maintained.

SAM stands for System for Award Management and is a Federal Government owned and operated free
website that centralizes information about grant recipients. Federal guidelines require that applicant
organizations must (1) be registered in SAM.gov prior to submitting an application; (2) provide a valid
DUNS number in its application; and (3) continue to maintain an active SAM registration with current
information at all times during which it has an active award. To register in SAM or to renew or update
an existing SAM registration, visit https://www.sam.gov. Upon successful registration with SAM, the
applicant organization will be assigned a unique 5 character CAGE Code consisting of numbers and
letters. (Prior to SAM, the Federal government utilized CCR. CCR stood for Central Contractor
Registration. Upon successful registration with CCR, the applicant organization was assigned a unique
5 character CAGE/NCAGE sequence consisting of numbers and letters.) Obtaining a SAM CAGE code is
a free activity but organizations must renew a SAM registration every 12 months. Ask the grant
administrator, chief financial officer, or authorizing official of your organization to identify the
applicant agency’s SAM CAGE code. If your organization does not know its SAM CAGE code or needs
to register for one, visit https://www.sam.gov. Or if your organization’s SAM registration has expired
(or soon will expire), visit https://www.sam.gov to renew the registration.

NOTE: While SAM registrations are required for entities receiving federal funds, and SCCG monies
are state funds, the debt and exclusion information available from SAM is used in the SCCG
application review process and therefore is still needed.

NOTE: Do NOT change the entry of your Applicant Agency name as it has been entered in such a
manner to distinguish your project from other projects by the same applicant agency.
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Verify the Registered Users Associated with your Organization

Under the ‘My Profile’ module of WebGrants, click on your department’s name under the Associated
Organizations section and review the registered users associated with your organization. If itis
necessary to update or correct any information provided for a user, be sure to make those changes as
described below.

If it is necessary to add additional registered users from your organization, click ‘Add’ under the
‘Registered Users’ table. Additional users added by an already registered user are not subject to
approval by the Missouri Department of Public Safety.

NOTE: As users are added to WebGrants, they are not automatically associated as a contact to your
organization’s grant(s). Therefore, if you have an open grant(s) and want the additional
registered user to receive notifications from WebGrants regarding the grant(s), you are
required to submit a Change of Information Form (Appendix A) to your DPS Internal Contact
via the “Correspondence” component of the grant(s) in WebGrants.

If it is necessary to remove registered users from your organization, please contact a staff member of
the Missouri Department of Public Safety as listed on the cover page of this solicitation so the
individual can be properly removed from contact lists and deactivated from WebGrants.

NOTE: For security reasons, do not share your User ID and Password with other users. Each
individual should maintain his or her own login information. In addition, do not reuse the
profile of a previously employed individual as it affects the record keeping within WebGrants
for previous grants. Finally, if you have an open grant(s) and need to remove a registered
user from WebGrants, you are required to submit a Change of Information Form (Appendix
A) to your DPS Internal Contact via the “Correspondence” component of the grant(s) in
WebGrants.

Q All Organizations
Once the above process has been completed, you are ready to start your application. On the Main Menu
screen of WebGrants, click the ‘Funding Opportunities” module and then click the appropriate funding
opportunity.

New applicants to the SCCG funding opportunity must choose ‘Start a New Application’.

Returning applicants to the SCCG funding opportunity have the option to 1) ‘Copy an Existing Application’
or 2) ‘Start a New Application’. As presumed, copying an existing application will allow the applicant to
copy forward information from a previously submitted application, thus reducing time re-entering same or
similar information, and starting a new application will allow the applicant to create an application from
scratch.

Please keep the following tips and instructions in mind while completing an application:

v

Agencies which are currently being served by a grant-funded multi-jurisdictional task force should
request resources through the applicant agency (pass-thru agency) of the task force project.

Proper capitalization and sentence case is requested when typing each application form. Do not
turn on ‘Caps Lock’ and leave on your ‘Caps Lock’ when filling out the application forms. The use of
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‘Caps Lock’ throughout the forms makes it difficult to review the application and creates issues
when data is extracted from WebGrants and merged into external documents, reports, etc.

v" Each form has required fields indicated by a red asterisk (*). Forms can be saved without completing
each required field, but the form cannot be marked complete without completing each required
field.

v The SCCG application consists of 13 forms. Each form must be ‘Marked as Complete’ before the
application may be submitted.

NOTE: A form that has been marked complete is still editable until the application is submitted. A
checkmark in the ‘Complete’ column will not prevent you from editing information on the
form. An application may not be submitted, however, until a checkmark exists in the
‘Complete’ column for every form.

v' WebGrants is programmed to automatically close the funding opportunity based on the application
deadline stated in the solicitation. Late applications will not be accepted for circumstances such as
iliness, bereavement, internet connection issues, broken scanners, staffing conflicts, emergency
responses, etc. Therefore, start early and submit prior to the application deadline!

Il. APPLICATION FORMS:

FORM #1: GENERAL INFORMATION
The purpose of this form is to identify the primary contact, project title, and organization.

General Information

Primary Contact:* [TEST TEST [v]

Project Title:
(limited to 250 characters)*

Organization:™ | B350 ing Organization [V]

e Primary Contact: this drop-down field will pre-populate with the name of the individual associated with
the login information. This individual may be any person associated with the proposed project and will be
the general point of contact regarding the written and submitted application.

NOTE: This individual will be the ONLY recipient of emails generated by WebGrants during the
application, review, and negotiation (revision) phases so chose carefully. If the appropriate
individual is not an option, contact a staff member of the Missouri Department of Public Safety
as listed on the cover page of this solicitation.

e Project Title: enter a carefully chosen, brief descriptive title for the proposed project.

NOTE: Do not use the funding opportunity or grant title as your project title; the funding opportunity
name will already appear on all documents and screens. In addition, do not include your
organization name as your project title; your organization name will already appear on all
documents and screens. Choose a project title that is meaningful to you and your organization.
If the project is a continuation of a previously funded project, use the same project title as the
previous year.
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e Organization: this drop-down field will pre-populate based on the organization associated with the
selected primary contact person. If an individual is registered in WebGrants and is associated with
multiple organizations (e.g. grant writer), the user may see more than one option for this question and will
need to select the respective organization.

NOTE: If the appropriate applicant agency is not an option, contact a staff member of the Missouri
Department of Public Safety as listed on the cover page of this solicitation. The applicant agency
may need to be added as a new Organization in WebGrants and/or the individual associated
with the login information may need to be associated to the existing Organization. Do not
select an inappropriate applicant agency simply because the appropriate option doesn’t exist,
and do not edit the applicant agency name on file as it may affect previously submitted
application and grant records.

FORM #2: CONTACT INFORMATION
The purpose of this form is to collect the names and contact information for the individuals that will be
responsible for the oversight and administration of the proposed project.

e Authorized Official: the individual who has the authority to legally bind the applicant into a contract.

0 If the applicant agency or pass-thru agency is a city, the Mayor or City Administrator (as applicable to
the agency’s structure) shall be the Authorized Official.

0 If the applicant agency or pass-thru agency is a county, the Presiding County Commissioner or County
Executive shall be the Authorized Official.

O If the applicant agency is a state department, the Department/Division Director shall be the Authorized
Official.

Authorized Official

The Authorized Official is the individual that has the ability to legally bind the applicant agency in a contract. Refer to the above mentioned Grant Solicitation for further instructions.

Name:* |

Title First Name Last Name

Job Title:* |

Agency:* |

Mailing Address:* |

Enter a PO Box where applicable. If a PO Box is not applicable, enter the physical street address.

Street Address 1: |

If a PO Box is entered on the Mailing Address line, enter the physical street address here,

Street Address 2: |

City/State/Zip:* | Missouri ﬂ |
City State Zip

Email:* |

Phone:* | |

®

< Name: enter the Title (e.g. Mr., Ms., Dr.), the First Name, and the Last Name of the proper Authorized
Official.

% JobTitle: enter the Job Title (e.g. Mayor, City Administrator, Presiding Commissioner, County
Executive, Department/Division Director) of the identified Authorized Official.

< Agency: enter the Agency name (e.g. City of Columbia, Cole County Commissioner’s Office, Missouri

State Highway Patrol) of the identified Authorized Official.
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Mailing Address: enter the mailing address of the identified Authorized Official. If the mailing address
is a PO Box, enter such information in the field. If the mailing address is a physical street address,
enter such information in the field.

Street Address 1: if a PO Box was entered in the ‘Mailing Address’ field, enter the physical street
address of the identified Authorized Official. If the physical street address was entered in the ‘Mailing
Address’ field, leave this field blank.

Street Address 2 (not required): leave this field blank if no additional address information is available
beyond what is already provided in the ‘Mailing Address’ and/or ‘Street Address 1’ fields.
City/State/Zip: enter the City, verify the State is listed as Missouri, and enter the Zip Code.

Email: enter the Email address of the identified Authorized Official.

Phone: enter the Phone number and the Phone Extension (Ext.), where applicable, of the identified
Authorized Official. Leave the Ext. field blank if the phone number is a direct line.

Fax: enter the Fax number of the identified Authorized Official.

Project Director: the individual who will have direct oversight of the proposed law enforcement project.

o
o
o

If the applicant agency or pass-thru agency is a city, the Police Chief shall be the Project Director.
If the applicant agency or pass-thru agency is a county, the Sheriff shall be the Project Director.
If the applicant agency is a state department, the Division/Unit Director shall be the Project Director.

NOTE: For grant purposes, the Project Director cannot be the same person as the Authorized Official. If

L)
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the Project Director is listed as the same person as the Authorized Official, the application may
be denied.

Project Director

The Project Director is the individual that will have direct oversight of the proposed project. Refer to the above mentioned Grant Solicitation for further instructions.

Name:* |

Title First Name Last Name

Job Title:* |

Agency:* |

Mailing Address:* |

Enter 2 PO Box where applicable. If a PO Box is not applicable, enter the physical street address.

Street Address 1: |

If a PO Box is entered on the Mailing Address line, enter the physical street address here,

Street Address 2: |

City/State/Zip:* |

Missoun ﬂ |

City State Zip

Email:* |

Phone:* ’7 ’—
Fax:™* ’7

Name: enter the Title (e.g. Chief, Sheriff, Mr., Ms.), the First Name, and the Last Name of the proper
Project Director.

Job Title: enter the Job Title (e.g. Chief, Sheriff, Division Director) of the identified Project Director.
Agency: enter the Agency name (e.g. Columbia Police Department, Cole County Sheriff’s Office, MSHP
— Division of Drug and Crime Control) of the identified Project Director.

Mailing Address: enter the mailing address of the identified Project Director. If the mailing address is
a PO Box, enter such information in the field. If the mailing address is a physical street address, enter
such information in the field.
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Street Address 1: if a PO Box was entered in the ‘Mailing Address’ field, enter the physical street
address of the identified Project Director. If the physical street address was entered in the ‘Mailing
Address’ field, leave this field blank.

Street Address 2 (not required): leave this field blank if no additional address information is available
beyond what is already provided in the ‘Mailing Address’ and/or ‘Street Address 1’ fields.
City/State/Zip: enter the City, verify the State is listed as Missouri, and enter the Zip Code.

Email: enter the Email address of the identified Project Director.

Phone: enter the Phone number and the Phone Extension (Ext.), where applicable, of the identified
Project Director. Leave the Ext. field blank if the phone number is a direct line.

Fax: enter the Fax number of the identified Project Director.

Fiscal Officer: the individual who has responsibility for accounting and audit issues at the applicant agency
level or pass-thru agency level.

(0]

(0]

(0]

If the applicant agency or pass-thru agency is a city, the City Clerk, City Treasurer, or City Administrator
(as applicable to the agency’s structure) shall be the Fiscal Officer.

If the applicant agency or pass-thru agency is a county, the County Treasurer or Director of Finance (as
applicable to the agency’s structure) shall be the Fiscal Officer.

If the applicant agency is a state department, the Budget Director or Finance Director (or someone of
comparable title) shall be the Fiscal Officer.

NOTE: For grant purposes, the Fiscal Officer cannot be the same person as the Authorized Official or

X3

8
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¢

Project Director. If the Fiscal Officer is listed as the same person as the Authorized Official or
Project Director, the application may be denied.

Fiscal Officer

The Fiscal Officer is the individual who has responsibility for accounting and audit issues at the applicant agency level. Refer to the above mentioned Grant Solicitation for further
instructions.

Name:* ‘

Title First Name Last Name

Job Title:* ‘

Agency:* ‘

Mailing Address:* ‘

Enter a PO Box where applicable. If a PO Box is not applicable, enter the physical street address.

Street Address 1: ‘

If a PO Box is entered on the Mailing Address line, enter the physical street address here.

Street Address 2: ‘

City/State/Zip:* ‘ Missouri ﬂ ‘
City State Zip

Email:* ‘

Phone:* ‘ |

Name: enter the Title (e.g. Mr., Ms.), the First Name, and the Last Name of the proper Fiscal Officer.
Job Title: enter the Job Title (e.g. City Clerk, City Treasurer, County Treasurer, Director of Finance) of
the identified Fiscal Officer.

Agency: enter the Agency name (e.g. City of Columbia Finance Department, Cole County Treasurer’s
Office, MSHP — Budget and Procurement Division) of the identified Fiscal Officer.

Mailing Address: enter the mailing address of the identified Fiscal Officer. If the mailing address is a
PO Box, enter such information in the field. If the mailing address is a physical street address, enter

such information in the field.
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Street Address 1: if a PO Box was entered in the ‘Mailing Address’ field, enter the physical street
address of the identified Fiscal Officer. If the physical street address was entered in the ‘Mailing
Address’ field, leave this field blank.

Street Address 2 (not required): leave this field blank if no additional address information is available
beyond what is already provided in the ‘Mailing Address’ and/or ‘Street Address 1’ fields.
City/State/Zip: enter the City, verify the State is listed as Missouri, and enter the Zip Code.

Email: enter the Email address of the identified Fiscal Officer.

Phone: enter the Phone number and the Phone Extension (Ext.), where applicable, of the identified
Fiscal Officer. Leave the Ext. field blank if the phone number is a direct line.

Fax: enter the Fax number of the identified Fiscal Officer.

Officer in Charge: the individual that will act as the supervisor or commander of the proposed project.
This individual will be the primary contact for questions regarding the cyber task force operations.
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S
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*

Officer in Charge

The Officer in Charge is the individual that will act as the supervisor or commander of the proposed project.

Name:* |

Title First Name Last Name

Job Title:* |

Agency:* |

Mailing Address:* |

Enter a PO Box where applicable. If a PO Box is not applicable, enter the physical strest address.

Street Address 1: |

If a PO Box is entered on the Mailing Address line, enter the physical street address here.

Street Address 2: |

City/State/Zip:* | Missouri ﬂ |

City State Zip

Email:* |

Phone:* ,7 ,7
Fax:* ,7

Name: enter the Title (e.g. Mr., Ms., Sgt., Lt., Capt., Chief Deputy), the First Name, and the Last Name
of the proper Officer in Charge.

Job Title: enter the Job Title of the identified Officer in Charge.

Agency: enter the Agency name (e.g. Columbia Police Department, Cole County Sheriff’s Office, MSHP
— Division of Drug and Crime Control) of the identified Officer in Charge.

Mailing Address: enter the mailing address of the identified Officer in Charge. If the mailing address is
a PO Box, enter such information in the field. If the mailing address is a physical street address, enter
such information in the field.

Street Address 1: if a PO Box was entered in the ‘Mailing Address’ field, enter the physical street
address of the identified Officer in Charge. If the physical street address was entered in the ‘Mailing
Address’ field, leave this field blank.

Street Address 2 (not required): leave this field blank if no additional address information is available
beyond what is already provided in the ‘Mailing Address’ and/or ‘Street Address 1’ fields.
City/State/Zip: enter the City, verify the State is listed as Missouri, and enter the Zip Code.

Email: enter the Email address of the identified Officer in Charge.

Phone: enter the Phone number and the Phone Extension (Ext.), where applicable, of the identified
Officer in Charge. Leave the Ext. field blank if the phone number is a direct line.

Fax: enter the Fax number of the identified Officer in Charge.
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FORM #3: PROJECT SUMMARY

The purpose of this form is to collect general information regarding the proposed project, such as:

Application Type:* I ﬂ

Current Subaward Number({s): |

Program Category:*
Law Enforcement

Please press Ctrl + Click to select multiple items

Project Type:* I ﬂ

Geographic Area:*

Brief Summary:*

Program Income Generated:* (@] Yes (@] No

e Application Type — indicate the type of application based on the following:

(0}

NEW = the application is being submitted as part of a competitive bid process and is not currently
being funded by the Missouri Department of Public Safety.

NOTE: This option would be true if the project is not a continuation or expansion of a previously-
funded project.

RENEWAL = the application is being submitted as part of a renewal funding opportunity and is
currently being funded by the Missouri Department of Public Safety.

NOTE: This option is not applicable to SCCG and therefore should not be selected.

CONTINUATION = the application is being submitted as part of a competitive bid process to continue a
program currently funded by the Missouri Department of Public Safety.

NOTE: This option would be true if the project is a continuation of a previously-funded project with
no additions.

EXPAND/ENHANCE AN EXISTING PROJECT = the application is being submitted as part of a competitive
bid process to specifically expand or enhance an existing project currently funded by the Missouri
Department of Public Safety.

NOTE: This option would be true if the project is a continuation of a previously-funded project but
additional services are included that would expand or enhance the original project.

e Current Subaward Number(s) — indicate the subaward number issued by the Missouri Department of
Public Safety if the project is currently funded by a DPS grant (i.e. the Application Type is identified as
Continuation or Expand/Enhance an Existing Project). Leave this question blank or put N/A if the project is
not currently funded (i.e. the Application Type is identified as New).
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Program Category — select the following option: Law Enforcement.

NOTE: You must physically select and highlight the option Law Enforcement. If left un-highlighted, the
field will not be recognized as being completed and the form cannot be marked complete.

Project Type — select if the scope/service area of the project will be statewide, regional, or local.

Geographic Area — provide a general overview of the geographical area to be served by the proposed
project.

NOTE: For example, if a project were to serve central Missouri, you might put “Boone, Cooper,
Moniteau, Morgan, Miller, Cole, Maries, Osage, and Callaway Counties located in central
Missouri” for this question.

Brief Summary of the Project — provide a brief summary of the services to be offered by the proposed
project or a general overview of the outcome of the proposed project. Please do not repeat information
verbatim from your narrative.

NOTE: This field is limited to 950 characters.

Program Income Generated — indicate if program income will be generated. Program Income, as it relates
to the SCCG program, is defined as income generated as a direct result of a grant-funded project. For
example, if the purpose of the grant is to conduct conferences, any training fees that are generated would
be considered program income. Federal equitable sharing funds are also an example of program income.

FORM #4: BUDGET

The purpose of this form is to identify all costs associated with the proposed project for which funding is
requested.

A. PERSONNEL:

Include the salaries of all individuals working on the proposed project for which funding is requested.
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Personnel

1. Include all personnel to be funded on the proposed project. If the project includes more than one individual, repeat this step for each person.
2 The Total Cost will automatically calculate as Salary per Pay Period x Number of Pay Periods x % of Funding Requested

Provide the name of the individual for which grant funding is requested. If the name is unknown, put TBH.

Name™ |

Provide the job titie of the individual.

Title* |

Select whether the position is a Created (new) position that currently does not exist within the agency or a Retained (existing) position that does currently exist with the agency

Position™ I ﬂ

Select the employment stafus based on the individual's status with the organization (not on this project).

Employment Status™® I ﬂ

Enter the actual (or anticipated) salary per pay period for the individual. Do not round! If the individual will experience a salary increase during the project period, refer to the Grant
Solicitation identified in the above form instructions for further instructions and examples.

Salary per Pay Peried* |20 00

Enter the number of pay periods for which funding is being requested at the above Salary per Pay Period amount. Please nofe, this field is formatted to allow up to only 2 places
behind the decimal point - 8 popup message will appear if more than 2 decimal places are enfered.

Number of Pay Periods*

Indicate the percentage of funding being requested. Flease note, this field is formatted to allow up fo only 4 places behind the decimal point - a popup message will appear if more than
4 decimal places are entered.

% of Funding Requested*

The following is an example to aid in the completion of the Personnel budget form:

EXAMPLE 1 — Full-time, retained position (meaning that a position existed through SCCG or another source
and the agency is maintaining the same level of staffing) for John Smith paid semi-monthly (24 pay
periods) at a salary of $1,100.00 each pay period with no salary increase expected during the 12 month
project period. The applicant agency is requesting 100% funding from the grant.

Name Title Position Status Salary per Pay Number of Pay % of Funding Total Cost
Period Periods Requested
John Smith Detective Retained FT 1,100.00 24 100 $26,400.00

NOTE: The text entered under the NAME column and the percentage entered under the % OF FUNDING
REQUESTED is how the line item will display on the Claim-Reimbursement form if your
application is successful.

If a salary change may occur during the project period, a budget line item should be included to reflect the
initial salary and to reflect the change (increase or decrease) in salary. The following is an example to aid
in the completion of the Personnel budget form:

EXAMPLE 2 — Full-time, created position (meaning that the position is in addition to existing positions and
the agency is increasing its level of staffing) for John Smith paid monthly (12 pay periods a year) at a salary

of $2,000 each pay period, but expected to receive a $100 salary increase on December 1. The applicant
agency is requesting 100% funding from the grant.

Name Title Position Status Salary per Pay Number of Pay % of Funding Total Cost
Period Periods Requested
John Smith (Jun - Nov) Detective Created FT 2,000.00 6 100 $12,000.00
John Smith (Dec - May) Detective Created FT 2,100.00 6 100 $12,600.00
SUBTOTAL = $24,600.00
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PERSONNEL JUSTIFICATION:

Personnel Justification

Personnel Justification

If personnel is nof included in the budget, skip this secfion.

If personne! is included in the budget, provide the following justification for each position (preferably in the same order as the position is listed in the budget category):
If the position is new (created):

* Provide a description of the job responsibilities the individual will be expected to perform

= Where applicable lo the posted position, identify any experience that will be expected of the individual

If the position exists (retained):

* Provide a description of the job responsibilities

= Provide a description of the experience possessed by the individual

If a salary change may occur during the project period and a separale line is included in the budget to reflect such change, address the individual’s efigibilify (or reason) for such
change, the percentage of change, and the effective dafe of the change.

If personnel are included in the budget, provide the following justification for each position (preferably in

the same order as the position is listed in the budget category):

If the position is new (created), provide the following information per position:
O a description of the job responsibilities the individual will be expected to perform
O where applicable to the posted position, any experience that will be expected of the individual

If the position exists (retained), provide the following information:
O a description of the job responsibilities
O a description of the experience possessed by the individual

If a salary change may occur during the project period and a separate line is included in the budget to
reflect such change, address the individual's eligibility (or reason) for such change, the percentage of
change, and the effective date of the change.

NOTE: Itis recommended that agencies refrain from repeating the calculations outlined in the
Personnel budget category to avoid discrepancies in the budget category and the budget
justification.

PERSONNEL BENEFITS:
Include the fringe benefits of any individuals working on the proposed project for which funding is
requested.
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Personnel Benefits
1. ldentify the fringe benefits for which funds are requested. If an individual is eligible for multiple benefits, repeat this step for each benefit.
2 The Total Cost will automatically calculate as Salary/Premium x Percentages# of Periods x 9% of Funding Requested

Select the applicable fringe benefit to be included in the budget. This field is necessary for DPS reporis.

Category* ﬂ

Enter text based on how the fringe benefit will be dispiayed on the Claim report, often just repealing the option selected in the Category fleld. Where applicable, may need to clanify the
individual(s) eligible for the selected fringe benefit where nof all individuals are eligible. Refer to the Grant Solicitation identified in the above form instructions for examples.

Item* ‘

I the cost basis is a percentage of salary, enter the individual’s salary. If the cost basis is a sef amount per month or pay period, enter the premium rate. If your agency expects a rafe
or premium change in any fringe benefit during the project period, refer to the Grant Solicitation identified in the above form instructions for further instructions and examples.

Salary/Premium* $0.00

If the cost basis is a percentage of salary, enfer the benefif percentage as a decimal For example, FICA/Medicare (7 65%) would be entered as 0.0763 If the cost basis is a sef
amount per month or pay period, enter the number of periods. Please note, this field is formatted to allow up fo only 4 places behind the decimal point - a popup message will appear if
more than 4 decimal places are entered.

Percentage/# of Periods*

Indicate the percentage of funding being requested for the specified benefit. Flease note, this field is formatted to alfow up to only 4 piaces behind the decimal point - 8 popup message
will appear if more than 4 decimal places are entered.

% of Funding Requested*

The following are examples to aid in the completion of the Personnel Benefits budget form:

EXAMPLE 1 — Based on the previous Example 1 for Personnel, John Smith’s annual salary of $26,400 is
included in the grant budget. If the applicant agency is requesting 100% funding of employer fringe
benefits as well, some examples may include:

0 Dental Insurance — $5.00 per month for the 12-month project period

0 FICA/Medicare — 7.65% of salary (of $26,400)

0 Pension (LAGERS) — 8% of salary (of $26,400)

0 Life Insurance — $10.00 per month for the 12-month project period

0 Maedical Insurance — $100.00 per month for the 12-month project period

0 Unemployment Comp — 1.2% of the first $11,500 of salary

0 Workers Comp — aggregate 2.823567% of salary (of $26,400)
Category Item Salary/ Percentage/ % Funding Total Cost
(Select from drop down box) Premium # of Periods Requested
Dental Insurance Dental Insurance 5.00 12 100 $60.00
FICA/Medicare FICA/Medicare 26,400.00 0.0765 100 $2,019.60
Pension/Retirement LAGERS 26,400.00 0.08 100 $2,112.00
Life Insurance Life Insurance 10.00 12 100 $120.00
Medical Insurance Medical Insurance 100.00 12 100 $1,200.00
Unemployment Comp Unemployment Comp 11,500.00 0.012 100 $138.00
Workers Comp Workers Comp 26,400.00 0.0283 100 $747.12

SUBTOTAL = $6,396.72

NOTE: The text entered under the ITEM column and the percentage entered under the % OF FUNDING
REQUESTED is how the line item will display on the Claim-Reimbursement form if your
application is successful.

If a premium rate or fringe benefit percentage is expected to change during the project period, a budget
line item should be included to reflect the initial rate/percentage and to reflect the change. The following
is an example to aid in the completion of the Personnel Benefits budget form:

EXAMPLE 2 — John Smith’s annual salary of $26,400 is included in the grant budget (515,400 from June —
Dec and $11,000 from Jan - May). His medical insurance premium is expected to increase from
$100/month to $120/month on January 1. In addition, his pension LAGERS rate is expected to increase
from 8% of salary to 9% of salary on January 1. The applicant agency is requesting 100% reimbursement
for these employer fringe benefits.
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Category Item Salary/ Percentage/ % Funding Total Cost
(Select from drop down box) Premium # of Periods Requested

Medical Insurance Medical Insurance (Jun — Dec) 100.00 7 100 $700.00
Medical Insurance Medical Insurance (Jan - May) 120.00 5 100 $600.00
Pension/Retirement LAGERS (Jun - Dec) 15,400.00 0.08 100 $1,232.00
Pension/Retirement LAGERS (Jan - May) 11,000.00 0.09 100 $990.00

D. PERSONNEL BENEFITS JUSTIFICATION:

Personnel Benefits Justification
Benefits Justification
If personnel benefits are not included in the budget, skip this section.

If personnel benefits are included in the budget, provide justification for each fringe benefit (preferably in the same order as the cost is fisted in the budget category) to identify the cost
and why it is needed.

If @ premium or rate change may occur during the project period and a separale line is included in the budgef fo reflect such change, indicafe the effective dale of change and the
reasoning for such change.

If personnel benefits are included in the budget, provide justification for each fringe benefit (preferably in
the same order as the fringe benefit is listed in the budget category) by identifying the cost and why it is
needed.

If a premium or rate change may occur during the project period and a separate line is included in the
budget to reflect such change, indicate the effective date of change and the reasoning for such change.

For example:

Dental Insurance is contributed by the employer to Delta Dental at a rate of $5.00 per month per
employee to provide coverage for oral care.

FICA/Medicare is contributed by the employer to the IRS at a rate of 7.65% as set by the federal
government for contributions for Social Security and Medicare.

Life Insurance is contributed by the employer to Assurant Insurance at a rate of $10.00 per month per
employee to provide coverage in the event of death of the insured person.

Medical Insurance is contributed by the employer to United Healthcare at a rate of $100.00 per month
per employee to provide coverage in the event of illness or injury to the insured person. Premiums are
based on the calendar year and are expected to increase to $120.00 per month per employee on
January 1, 2021.

Pension is contributed by the employer to the Missouri Local Government Employer Retirement
System (LAGERS) at a rate of 8% of salary as a tax deferred savings vehicle that allows for the
accumulation of a fund for later use as a retirement income. Each year, the LAGERS contribution rate
is re-evaluated and traditionally increases. Therefore, the rate is anticipated to increase to 9% on
January 1, 2021.
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Unemployment Comp is contributed by the employer at rate of 1.2% of the first $11,500 of salary in
the calendar year to provide employees, whose jobs have been terminated through no fault of their
own, monetary payments for a given period of time or until they find a new job.

Workers Comp is contributed by the employer to the Missouri Association of Counties (MAC) at an
approximate rate of 2.83% of salary to provide wage replacement and medical benefits to employees
injured in the course of employment.

NOTE: While important to clarify the percentage or premium per employee, it is recommended that
agencies refrain from repeating the calculations outlined in the Personnel Benefits budget
category to avoid discrepancies in the budget category and the budget justification.

E. PERSONNEL OVERTIME:

Include any overtime for individuals working on the proposed project for which funding is requested.

Personnel Overtime

1. Include all personnel-overtime to be funded on the proposed project. Repeat this step for each individual receiving overtime.
2. The Total Cost will automatically calculate as Hourly Overtime FPay x Hours on Project x % of Funding Requested.

Provide the name of the individual for which overtime funding is requested. If the name is unknown, put TBH.

Name* ‘

Provide the job fifie of the individual.

Title* ‘

Enter the hourly overtime pay rate for the individual. Do not round! If an individual expects a salary increase during the project period, refer to the Grant Solicitafion identified in the
above form instructions for further instructions and examples.

Hourly Overtime Pay* (g0 00

Enter the number of anticipated hours the individual will spend on the project at the above Hourly Overtime Pay rafe. Please nofe, this field is formatted fo allow up fo only 2 places
behind the decimal point - a popup message will appear if more than 2 decimal places are enfered.

Hours on Project®

Indicate the percentage of funding being requested. Please note, this field is formatted to allow up fo only 4 places behind the decimal point - a popup message will appear if more than
4 decimal places are entered.

% of Funding Requested*

The following is an example to aid in the completion of the Personnel Overtime budget form:

EXAMPLE 1 — John Smith will work approximately 200 hours of overtime on the proposed project. His
overtime hourly pay rate is $22.00, and the applicant agency is requesting 100% reimbursement of the
cost.

Name Title Hourly Overtime Pay Hours on Project % of Funding Total Cost
Requested
John Smith Officer 22.00 200 100 $4,400.00

NOTE: The text entered under the NAME column and the percentage entered under the % OF FUNDING
REQUESTED is how the line item will display on the Claim-Reimbursement form if your
application is successful.

If a change in overtime pay rate may occur during the project period, a budget line item should be included
to reflect the initial overtime hourly pay and to reflect the change (increase or decrease) in overtime
hourly pay. The following is an example to aid in the completion of the Personnel Overtime budget form:

EXAMPLE 2 — John Smith expects a salary increase on January 1. It is anticipated that he will work 100
hours during the months of June - December at an hourly rate of $22.00/hour, and that he will work
another 100 hours during the months of January - May at a an hourly rate of $24.00/hour. The applicant
agency is requesting 100% reimbursement of the cost.
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F.

Name Title Hourly Overtime Pay Hours on Project % of Funding Total Cost
Requested

John Smith (June - Dec) Officer 22.00 100 100 $2,200.00

John Smith (Jan - May) Officer 24.00 100 100 $2,400.00

SUBTOTAL = $4,600.00

PERSONNEL OVERTIME JUSTIFICATION:

Personnel Overtime Justification
Overtime Justification
If overtime is not included in the budgel, skip this section.

If overtime is included in the budget, provide the following jusiification:

= description of the job responsibilities and any experience the individual possesses as if relates fo the proposed project, for any personnel positions not included in the Personnel
budget category

= description of why overtime funding is necessary fo the project

* rationale for the number of hours budgeted for overtime, per position where applicable

If an overtime pay rafe change may occur during the project period and a separate line is included in the budget to reflect such change, address the individual’s eligibility {or reason) for
such change, the percentage of change, and the effective date of the change.

If overtime is included in the budget, provide the following justification:
O a description of the job responsibilities and any experience the individual possesses as it relates to
the proposed project, for any personnel positions not included in the Personnel budget category
O a description of why overtime funding is necessary to the project
O rationale for the number of hours budgeted for overtime, per position where applicable

If an overtime pay rate change may occur during the project period and a separate line is included in the
budget to reflect such change, address the individual's eligibility (or reason) for such change, the
percentage of change, and the effective date of the change.

NOTE: Itis recommended that agencies refrain from repeating the calculations outlined in the
Personnel Overtime budget category to avoid discrepancies in the budget category and the
budget justification.

PERSONNEL OVERTIME BENEFITS:

Include the overtime fringe benefits of any individuals working on the proposed project for which funding
is requested.
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Personnel Overtime Benefits
1. Identify the overtime fringe benefits for which funds are requested. I an individual is eligible for muitiple benefits, repeat this step for each benefit.
2 The Total Cost will automatically calculate as Overfime/Premium x Percentage/# of Periods x % of Funding Requested.

Select the applicable overtime fringe benefif fo be included in the budget. This field is necessary for DPS reports.

Category* I ﬂ

Enter text based on how the fringe benefit will be displayed on the Claim report, offen just repeating the oplion selected in the Category field. Where applicable, may need to clarify the
individual(s) eligible for the selected fringe benefit where nof all individuals are eligible. Refer fo the Grant Solicitation identified in the above form instructions for examples.

Item™* |

If the cost basis is a percentage of overtime, enfer the individual’s overtime total. If the cost basis is a sef amount per month or pay period, enter the premium rate. If your agency
expects a rafe or premium change in any fringe benefit during the project period, refer to the Grant Solicitation indentified above in the form instructions for further instructions and

exampies
Overtime/Premium™ [¢0 00

If the cost basis is a percentage of overtime, enfer the benefif percentage as a decimal. For example, FICA/Medicare (7.65%) would be entered as 0.07538. If the cost basis is a set
amount per month ar pay period, enter the number of periods. Please note, this field is formatted to allow up fo only 4 places behind the decimal point - a popup message will appear if
more than 4 decimal places are enfered.

Percentage/ # of Periods*

Indicate the percentage of funding being requested for the specified benefit. Flease note, this field is formatted to alfow up to only 4 places behind the decimal point - a popup message
will appear if more than 4 decimal places are entered.

% of Funding Requested®

The following is an example to aid in the completion of the Personnel Overtime Benefits budget form:

EXAMPLE 1 — Based on the previous Example 1 for Personnel Overtime, John Smith’s grant-funded
overtime is $4,400.00. If the applicant agency is requesting 100% funding of employer fringe benefits as
well, some examples may include:

0 FICA/Medicare — 7.65% of salary (of $4,400)

O Pension (LAGERS) — 8% of salary (of $4,400)

0 Workers Comp —2.823567% of salary (of $4,400)

Category Item Salary/ Premium Percentage/ % Funding Total Cost

(Select from drop down box) # of Periods Requested

FICA/Medicare FICA/Medicare 4,400.00 0.0765 100 $336.60

Pension/Retirement LAGERS 4,400.00 0.08 100 $352.00

Workers Comp Workers Comp 4,400.00 0.0283 100 $124.52
SUBTOTAL = $813.12

NOTE: The text entered under the ITEM column and the percentage entered under the % OF FUNDING
REQUESTED is how the line item will display on the Claim-Reimbursement form if your
application is successful.

If a premium rate or fringe benefit percentage is expected to change during the project period, a budget
line item should be included to reflect the initial rate/percentage and to reflect the change. The following
is an example to aid in the completion of the Personnel Overtime Benefits budget form:

EXAMPLE 2 — John Smith’s total overtime salary is $4,400. His pension LAGERS rate is expected to increase
from 8% of overtime salary to 9% of overtime salary on January 1. Presuming overtime salary will be
$2,200.00 for June — December and $2,200.00 for January — May, the applicant agency is requesting 100%
reimbursement for this employer fringe benefit.

Category Item Salary/ Premium Percentage/ # % Funding Total Cost
(Select from drop down box) of Periods Requested
Pension/Retirement LAGERS (June - Dec) 2,200.00 0.08 100 $176.00
Pension/Retirement LAGERS (Jan - May) 2,200.00 0.09 100 $198.00
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H. PERSONNEL OVERTIME BENEFITS JUSTIFICATION:

Personnel Overtime Benefits Justification
Overtime Benefits Justification
If overtime benefits are not included in the budget, skip this section.

If overtime benefits are included in the budget, provide justification for each fringe benefif {preferably in the same order as the cost is listed in the budget category) fo identify the cost
and wiy it is needed.

If a premium or rate change may occur during the praject period and a separate line is included in the budget to reflect such change, indicate the effective dafe of change and the
reasoning for such change.

If overtime benefits are included in the budget, provide justification for each fringe benefit (preferably in
the same order as the fringe benefit is listed in the budget category) by identifying the cost and why it is
needed.

If a premium or rate change may occur during the project period and a separate line is included in the
budget to reflect such change, indicate the effective date of change and the reasoning for such change.

For example:

FICA/Medicare is contributed by the employer to the IRS at a rate of 7.65% as set by the federal
government for contributions for Social Security and Medicare.

Pension is contributed by the employer to the Missouri Local Government Employer Retirement
System (LAGERS) at a rate of 8% of salary as a tax deferred savings vehicle that allows for the
accumulation of a fund for later use as a retirement income. Each year, the LAGERS contribution rate
is re-evaluated and traditionally increases. Therefore, the rate is anticipated to increase to 9% on
January 1, 2021.

Workers Comp is contributed by the employer to the Missouri Association of Counties (MAC) at an
approximate rate of 2.83% of salary to provide wage replacement and medical benefits to employees
injured in the course of employment.

NOTE: While important to clarify the percentage or premium per employee, it is recommended that
agencies refrain from repeating the calculations outlined in the Personnel Overtime Benefits
budget category to avoid discrepancies in the budget category and the budget justification.

I. TRAVEL/TRAINING:
Include any travel or training related costs for which funding is requested.

Travel or training related costs may include, but not be limited to: airfare/baggage, airport parking,
lodging, hotel parking, meals, registration fees, rental car and fuel, mileage, shuttles, taxis, tolls, etc.

Due to the uncertainty of shuttles, taxis, toll roads, and parking, a “Miscellaneous” line tied to a particular
travel event can be included within the budget to lump these variable expenses.
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Travel should be in the most direct, practical route with prudence to the use of state funds! Travel is often

part of the job and travel arrangements and payments are intended to be neutral to the Subrecipient with
no advantage or benefit to the Subrecipient.

The State of Missouri has an established travel policy. Because the Missouri Department of Public Safety is
the state administering agency of the SCCG monies, reimbursement of grant expenditures shall adhere to
the travel policy adopted by the Missouri Department of Public Safety. Therefore, Subrecipients may be
required to adhere to their local travel policy (per their department guidelines), but Subrecipients are
encouraged to adhere to the state travel policy (where possible) because reimbursement of allowable
grant expenditures will be handled pursuant to the current version of the “DPS Subrecipient Travel
Guidelines”, which can be found at https://www.dps.mo.gov/dir/programs/cjle/sccg.php.

Travel/Training
1. ltemize travel or training expenses by event or type. Repeat this step fo include each expense.
2 1 or registral

3. Travel must be by

Lodging expenses shail ahere to federal per diem rates, which can be found at www.gsa.gov. Meal expenses shall adhere fo state per diem rates, which can be found at
www.oa.mo.gov. Incidentals will not be aliowed.

4 The Tofal Cost will automatically calculate as Unif Cost x Duration x Number x % of Funding Requested.

Select the applicable travel-related cost to include in the budget. This field is necessary for DPS reports

Identify the type of expense. If requesting training, enter the name of the training or conference followed by the cost fype. Refer to the Grant Solicitation identified in the above form
instructions for examples.

Enter the amount or rate per month, mile, day, ticket etc. being requested. For airfare/baggage, enter the ticket price. For lodging, enter the daily room rate. For meais, enter the daily
per diem rate. For fuel, enter the anticipated cost per day or month of fravel. For mileage, enter the mileage rate. For further exampiles and instructions, refer fo the Grant Solicitatior
identified in the above form instructions.

Enter the number of months, miles, days, etc fo represent the duration or frequency of the requested expense. If the expense is a one-time fee (e.g. airfare, registration fee), enter 1.
Please nofe, this field is formatfed fo allow up to only 2 places behind the decimal poinf - a popup message will appear if more than 2 decimal places are enfered.

Enter the number of vehicles, people, rooms, efc. being requested for the expense.

Indicate the percentage of funding being requested. Please note, this field is formatted to allow up fo only 4 places behind the decimal point - a popup message will appear if mare than
4 decimal places are entered.

‘ees should be included on this form, but Consulfant or Trainer Fees must be included under the Contractual budgef category.
e most direct, practical route. The amount of mileage allowance shall not exceed the state's mileage alfowance rafe, which can be found af WWWw.0a.mo.gov.

Category® ﬂ

Item™

Unit Cost™* %0.00

Duration*

Number*

% of Funding Requested®

The following is an example to aid in the completion of the Travel/Training budget form:

EXAMPLE — As a new detective, John Smith is requesting to attend the 3-day ICAC-Investigative Techniques
(ICAC-IT) training. He will need:
0 airfare costing $450.00 (which includes baggage fees)
O airport parking for 4 days at a rate of $9.00/day
0 lodging for 4 nights at the federal GSA rate of $95.00/day + approximately $10.00/day in taxes and
surcharges for a total of $105.00/day

0 meals for 4 days at a state per diem rate of $39.00/day
0 mileage for driving his personal vehicle for 100 miles at $0.37/mile to the nearest airport
0 miscellaneous costs of $25.00 for shuttles, cabs, etc. if necessary
O registration fee costing $50.00
Category Item Unit Cost Duration Number % of Funding Total Cost
(Select from drop (Amount or rate (Number of (Number of Requested
down box) per mile, month, months, miles, vehicles,
day, ticket) days) people,
rooms)
Airfare/Baggage ICAC-IT Training — Airfare/Baggage 450.00 1 1 100 $450.00
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Airport Parking ICAC-IT Training — Airport Parking 9.00 4 1 100 $36.00
Lodging ICAC-IT Training — Lodging 105.00 4 1 100 $420.00
Meals ICAC-IT Training — Meals 39.00 4 1 100 $156.00
Mileage ICAC-IT Training — Mileage 0.37 100 1 100 $37.00
Misc. Shuttles/ ICAC-IT Training — Misc. 25.00 1 1 100 $25.00
Taxis/Tolls/ Parking | Shuttles/Taxis/Tolls/Parking
Registration Fee ICAC-IT Training — Registration Fee 50.00 1 1 100 $50.00
SUBTOTAL = $1,174.00

NOTE: The text entered under the ITEM column, the number entered under the NUMBER column, and

the percentage entered under the % OF FUNDING REQUESTED is how the line item will display
on the Claim-Reimbursement form if your application is successful.

J.  TRAVEL/TRAINING JUSTIFICATION:

Travel/Training Justification
Travel/Training Justification

If travel/training is not included in the budget. skip this section.

.'f travelfraining is included in the budget, address the following information for each training/meeting event (preferably in the order listed in the budgef category):
the location of the frainingdmeeling (if unknown, cleany identify the locafion of the fraining/meeling is TBA)

= the date(s) of the fraining/meefing (if unknown, clearly identify the date(s) of the fraining/meeting is TBA)

= who will be attending the training/meeting

* @ synopsis of the fraining/meeting

= anticipated benefit of the fraining/meefing, making sure to clarify why the training/meeting is pertinent to the person(s) aftending

If the person attending the training/meeting is not budgeted within the Personnel or Personnel Overlime budget calegory, be sure lo also clarify who the person is, their rolefob
responsibilities with the project, and any experience possessed as it relafes to the proposed project.

If travel/training is included in the budget, address the following information for each training/meeting

event:

Q

000

the location of the training/meeting (if unknown, clearly identify the location of the
training/meeting is TBA)

the date(s) of the training/meeting (if unknown, clearly identify the dates of the training/meeting
is TBA)

who will be attending the training/meeting

a synopsis of the training

anticipated benefit of the training/meeting, making sure to clarify why the training/meeting is
pertinent to the person(s) attending.

If the person attending the training/meeting is not budgeted within the Personnel or Personnel Overtime
budget category, be sure to also clarify who the person is, their role/job responsibilities with the project,
and any experience possessed by the individual as it relates to the proposed project.

NOTE:

It is recommended that agencies refrain from repeating the calculations outlined in the

Travel/Training budget category to avoid discrepancies in the budget category and the budget
justification.
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K. EQUIPMENT:
Include any equipment for which funding is requested.

Equipment is defined as tangible, non-expendable (non-consumable) personal property having a useful life
of more than one year and an acquisition cost of $1,000 or more per unit.

Iltems included in the Equipment budget category must be recorded and tracked in an inventory control list
and tagged to reflect its source of funding, where possible.

NOTE: An applicant may use its own definition of equipment provided that the definition would, at
least, include the equipment described above.

Equipment
1 Itemize equipment by item. To include more than one item, repeat this step for each budget iterm
2. Equipment s defined as tangible property, having a useful life of more than one year. Equipment must be recorded and tracked in an Inventory Control Listing and tagged to

reflect its source of funding, where possible. ltems not meeting these guidelines should be listed in the Supplies/Operations budget category.
3. The Total Cost will automatically calculate as Unit Cost x Quantily x % of Funding Requested.

Identify the equipment item being requested. Refer to the Grant Solicitation indentified above in the form instructions for examples.

Item* |

Provide any necessary details, if applicable, to describe the item, such as brand, model number, size, capability, included accessories, efc.

Description |

Provide the price of the item, including shipping, installation, efc., if applicable.

Unit Cost* 50.00
Provide the requested number of items fo be purchased.
Quantity™

Provide the name of the vendor from which you obtained the unit pricing. If your application is approved, you will not be obligated to purchase the item from this vendor.
Source of Bid |

Indicate the percentage of funding being requested for the equipment item. Please note, this field is formatted to allow up to only 4 places behind the decimal point - a popup
message will appear if more than 4 decimal places are entered.

% of Funding Requested®

The following are examples to aid in the completion of the Equipment budget form:

EXAMPLE 1 — John Smith requests to purchase 1 replacement FRED computer, item #88790, from Digital
Intelligence at a cost of $5,550 each.

EXAMPLE 2 — John Smith requests to purchase 2 metal evidence lockers. The lockers were priced from A &
B Distributors at $1,000 each, plus $20 shipping each.

Item Description Unit Cost Quantity Source of Bid % of Funding Total Cost
Requested

FRED Computer 5,550.00 1 Digital Intelligence 100 $5,550.00

Evidence Lockers Unit cost includes shipping 1,020.00 2 A & B Distributors 100 $2,040.00

SUBTOTAL = $7,590.00

NOTE: The text entered under the ITEM column, the number entered under the QUANTITY column, and
the percentage entered under the % OF FUNDING REQUESTED is how the line item will display
on the Claim-Reimbursement form if your application is successful.
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L. EQUIPMENT JUSTIFICATION:

Equipment Justification
Equipment Justification

Ifequipment is not included in the budget, skip this section.

Ifequipment is included in the budget, provide the following for each budget line item:

* Whatis the item?

« How will the item be used?

+ Who will use the item?

+ [sthe iterm a replacement to current equipment, in addition to current equipment, or something the agency doesn't currently have?

-

If equipment is included in the budget, provide justification for each budget line (preferably in the same
order listed in the budget category). Make sure to address the following information:

what is the item

how will the item be used

who will use the item

whether the item is a replacement to current equipment, in addition to current equipment, or
something the agency doesn’t current have

oooo

NOTE: Itis recommended that agencies refrain from repeating the calculations outlined in the
Equipment budget category to avoid discrepancies in the budget category and the budget

justification.

M. SUPPLIES/OPERATIONS:
Include any supplies or operational costs for which funding is requested.

Supplies/Operations

1. List by type of supply or operational expense. To include more than one supply or operational expense, repeat this step for each budget item.
2. The Tofal Cost will automafically calculate as Unit Cost x Quantity x % of Funding Requested.

Lisf each budget item by fype of supply or operational expense. Refer lo the Grant Solicitation identified in the above form instructions for examples.

Item™* |

Select the basis for cost esfimate fo reflect the frequency of the unit cost.

Basis for Cost Estimate™ I ~

Enter the amount or rate per day, month, quarter, year, person, efc. based on the frequency selected under Basis for Cost Esfimate. If your agency expects a rate change during the
project period in any operational expense, refer lo the Grant Solicitation identified in the above form instructions for further instructions and examples.

Unit Cost™ (g0 0D

Enter the requested number of days, months, people, units, etc. If the expense is a one-time cost, enter 1. Please note, this field is formatted to allow up to only 2 places behind the
decimal point - a popup message will appear if more than 2 decimal places are entered.

Quantity*

Indicate the percentage of funding being requested for the supply/operational expense. Please note, this field is formatted fo allow up fo only 4 places behind the decimal point - a
popup message will appear if more than 4 decimal places are entered.

% of Funding Requested*

The following are examples to aid in the completion of the Supplies/Operations budget form:
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EXAMPLE 1 - John Smith requests a quantity of five (5) 4GB Hard Drives at $50.00 each.

EXAMPLE 2 — John Smith maintains a webpage for the cyber task force, which requires a Website Domain
Fee of $120.00/year.

Item Basis for Cost Estimate Unit Cost Quantity % of Funding Total Cost
(Select from drop down box) Requested
4GB Hard Drives (5) One-Time 50.00 5 100 $250.00
Website Domain Fee Annual 120.00 1 100 $120.00
SUBTOTAL = $370.00

NOTE: The text entered under the ITEM column and the percentage entered under the % OF FUNDING
REQUESTED is how the line item will display on the Claim-Reimbursement form if your
application is successful. Therefore, be sure, if requesting multiple quantities of an item, to
include the quantity in the Item column.

N. SUPPLIES/OPERATIONS JUSTIFICATION:

Supplies/Operations Justification
Supplies/Operations Justification
If supplies/operations are not included in the budget, skip this section

If supplies/operations are included in the budget, provide the following justification for each expense (preferably in the same order listed in the budget category):
= why the supply or operafional cost is necessary for the proposed project, making sure to clearly identify how the item will be used
* who will use (or benefit from) the supply or operational cost

If a rate change may occur during the project period for an operating expense and a separate line is included in the budget fo reflect such change, indicate the effective date of change
and the reasoning for such change

If supplies/operations are included in the budget, provide the following justification for each expense
(preferably in the same order listed in the budget category):
O why the supply or operational cost is necessary for the proposed project, making sure to clearly
identify how the item will be used
QO who will use (or benefit from) the supply or operational cost

If a rate change may occur during the project period for an operating expense and a separate line is
included in the budget to reflect such change, indicate the effective date of change and the reasoning for
such change.

NOTE: Itis recommended that agencies refrain from repeating the calculations outlined in the
Supplies/Operations budget category to avoid discrepancies in the budget category and the
budget justification.
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O. CONTRACTUAL:
Include any contractual support or consultant services for which funding are requested.

Contractual

1. List by type of contractual support or consultant service. To include more than one type of contractual expense, repeat this step for each item.
2. The Total Cost will automalically calculate as Unif Cost x Quantity x % of Funding Requested.

Identify the type of contractual or consuftant service. Refer to the Grant Solicitation identified in the above form instructions for examples.

Item* |

Select the basis for cost estimate fo refiect the frequency of the unit cost

Basis for Cost Estimate™ I v

Enter the amount or rate per hour, day, month, quarter, year, person, efc. based on the frequency selected under Basis for Cost Estimate. If your agency expects a rafe change during
the project period in any contractual expense, refer to the Grant Solicitation identified in the above form instructions for further instructions and examples.

Unit Cost* (g0 00

Enter the requested number of months, quarters, hours, sessions, etc. If the expense is a one-time cost, enter 1. Please note, this field is formatted to allow up to only 2 piaces behind
the decimal poinf - & popup message will appear if more than 2 decimal places are enfered.

Quantity* [

Indicate the percentage of funding being requested for the contractual expense. Please note, this field is formatted to allow up to only 4 places behind the decimal point - a popup
message will appear if more than 4 decimal places are entered.

% of Funding Requested™

The following are examples to aid in the completion of the Contractual budget form:

EXAMPLE 1 — John Smith requests to hire a trainer to host a Peer-2-Peer (P2P) training at the department’s
training academy. The consultant’s course will last 8 hours/day for 2 days (total of 16 hours) and the
consultant charges $35/hour.

EXAMPLE 2 — John Smith requests air card service for himself and one other investigator. The internet
provider has indicated a rate increase from $45/month to $50/month effective January 1.

EXAMPLE 3 — John Smith works in an office of 4 investigators. He requests internet service at an estimated
cost of $55/month but acknowledges that he will only utilize 25% of the service for the office while the
remaining 75% will be funded by another grant which provides the salaries of the remaining 3
investigators.

EXAMPLE 4 - Finally, John Smith requests to renew two (2) Cellebrite Licenses for one year. The
anticipated cost is $3,990.00 each.

Item Basis for Cost Estimate Unit Cost Quantity % of Funding Total Cost
(Select from drop down box) Requested

Consultant — P2P Training Hourly $35.00 16 100% $560.00

Air Cards (2) (Jun - Dec) Monthly 45.00 7 100 $315.00

Air Cards (2) (Jan - May) Monthly 50.00 5 100 $250.00

Internet Service Monthly 55.00 12 25 $165.00

Cellebrite License Renewals (2) Annual 7,980.00 1 100 $7,980.00
SUBTOTAL = $9,270.00

NOTE: The text entered under the ITEM column and the percentage entered under the % OF FUNDING
REQUESTED is how the line item will display on the Claim-Reimbursement form if your
application is successful. Therefore, be sure, if requesting multiple quantities of an item, to
include the quantity in the Item column.
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P. CONTRACTUAL JUSTIFICATION:

Contractual Justification
Contractual Justification

If confractual or consultant services are nof included in the budget, skip this section.

If coniractual or consultant services are included in the budget, provide the following justification for each expense (preferably in the same order listed in the budget category):
+ why the item is necessary for the proposed project, making sure to clearly identify how the item is used
«  who will use {or benefit from) the item

If a rate change may occur during the praoject period for a contractual expense and a separate line is included in the budget to reflect such change, indicate the effective dafe of change
and the reasoning for such change.

If contractual or consultant services are included in the budget, provide the following justification for each
expense (preferably in the same order listed in the budget category):
QO why the item is necessary for the proposed project, making sure to clearly identify how the item is
used
Q who will use (or benefit from) the item

If a rate change may occur during the project period for a contractual expense and a separate line is
included in the budget to reflect the change, indicate the effective date of change and the reasoning for
such change.

NOTE: Itis recommended that agencies refrain from repeating the calculations outlined in the
Contractual budget category to avoid discrepancies in the budget category and the budget
justification.

FORM #5: BRIEF HISTORY

The purpose of this narrative form is to identify the cyber task force and provide some background information
regarding the task force. This information provides the grantor with a basic understanding of the history of the
agency.

On this form, in a narrative format, identify the following information:
O When the task force originally organized
O Why the task force originally organized
O The number of agencies involved in the task force at the time of organization
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Brief History

Brief History*

Identify the fallowing information to provide an overview of the project:
*  When the task force ongi roanized.

+  Why the task force origin: anized.
+ The number of agencies involved in the task force at the fime of arganization

FORM #6: STATEMENT OF THE PROBLEM

The purpose of this narrative form is to define the problem you will be attempting to impact with the project
for which you are requesting funds. This information provides the grantor with a basic understanding of the
problem(s) that the task force faces and the issue(s) that will be addressed, as well as to provide facts to
support the problem references.

On this form, in a narrative format, provide the following information:

@ The problem(s) being addressed by the use of the funds being requested.

O Facts and statistics on incidents of crime or growing trends to demonstrate a need for funding (e.g.
number of investigations, number of arrests, types of arrests, number of forensic exams, types of
forensic exams, number of child victims, sexting, file sharing, human trafficking).

O Existing resources (or the lack thereof, e.g. monetary or non-monetary contributions from member
agencies or parent agency), demographic and geographic specifications (e.g. number of registered sex
offenders in the jurisdiction, availability of other local law enforcement agencies), etc. to demonstrate
a need for funding.

Statement of the Problem
Statement of the Problem*

Provide the following information to define the problem that you will be attempting to impact with the project for which you are requesting funds:

FORM #7: GOALS AND OBJECTIVES
The purpose of this form is to identify the statewide goals for cyber task forces and gather information to
determine the probability of the project to meet the desired objectives.
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Goal #1: Minimum Standards

Objective #1.1 — Minimum Training

Have all task force officers completed the online training of the ICAC Program Operation and Investigative
Standards?

o If Yes, list the name of each task force officer. Then, list the respective date (month and year) of training
completion next to each task force officer listed.

e If No, list the name of each task force officer. Then, for any task force officer(s) that has completed the
training, list the respective date (month and year) of training completion next to their name. For any
task force officer(s) that has not completed the training, identify the respective reason next to the name
of the task force officer.

NOTE: The term "task force officers" includes all personnel (investigators and forensic examiners, full-
time and part-time, grant-funded and non-grant funded) working child internet sex crime cases
for the cyber task force or cyber unit.

NOTE: In addition, the term “ICAC Program Operation and Investigative Standards” is the current title
of the ICAC policy manual and subsequently the current online training reference. It should be
understood that the name has changed over the years and is subject to change in the future.

Goal #1 - Minimum Standards
Objective #1.1 - Minimum Training

For the following question, the ferm "task force officers" includes all personnel {investigators and forensic examiners, full-time and part-time, grani-funded and non-grant funded)
working child internef sex crime cases for the cyber task force or cyber unit.

In addition, for the following question, the ferm "ICAC Program Operation and Investigative Standards™ is the current fitie of the ICAC policy manual and subseguently the current
online training reference. It should be understood that the name has changed over the years and is subject to change in the fufure

Have all task force officers completed the online training of the ICAC Program Operation and Y. ON
Investigative Standards?* " 165 '/ NO

Narrative*

« If Yes, list the name of each task force officer. Then, list the respective date (month and year) of training completion next to each task force officer listed.

* If No, list the name of each fask force officer. Then, for any task force officer(s) that has completed the fraining, list the respective dafe (month and year) of iraining completion next
to their name. For any task force officer(s) that has not yet completed the training, identify the respective reason next fo the name of the fask force officer.

Objective #1.2 — Minimum Training

Have all task force officers completed the minimum required training as outlined in the SCCG Solicitation?
Applicants of SCCG funds are required to complete and submit a “Minimum Training Checklist” to further
explain the response to this objective. Download this form by clicking on the hyperlink within the form

instructions in WebGrants and save the form to your computer or an external storage device. (Do not alter the
format or print scale of the form. Applicants may not attach their own or a differing version of this form.)
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Once the Minimum Training Checklist form is completed and saved locally, browse for the file in WebGrants to
upload to the application.

NOTE: The term "task force officers" includes all personnel (investigators and forensic examiners, full-
time and part-time, grant-funded and non-grant funded) working child internet sex crime cases

NOTE:

for the cyber task force or cyber unit.

In addition, the SCCG Solicitation details “minimum training” and “recommended training” for

persons performing field investigations, mobile device extractions, online investigations, mobile

forensic examinations, or computer forensic examinations. The term “minimum required

training” includes only the “minimum training” referenced in the “General Program Guidelines-

Eligible Purpose Areas” section of the solicitation. The “recommended training” referenced in

the solicitation does not apply to this objective.

Goal # 1 - Minimum Standards

Objective #1.2 - Minimum Training

For the following question, the ferm "fask force officers” inciudes all personnel (investigalors and forensic examiners, full-time and pari-time, grani-funded and non-grant funded)
working child internef sex crime cases for the cyber fask force or cyber unif.

In addition, the SCCG Solicitation details "minimum training” and ‘recommended training” for persons performing field investigations, mobile device extractions, online investigations,
mobile forensic examinations, or computer forensic examinations. For the following question, the term "minimum required training " includes only the "minimum training” referenced in
the SCCG Solicitation. The "recommended training” referenced in the SCCG Solicitation does noi appiy o this objective/question.

Have all task force officers completed ~
the minimum required training as () Yes (O No
lined in the SCCG icitati &

Applicants of 3CCG funds are required fo complete and submit a Minimum Training Checklist fo further explain the response fo this objective. Download this form by clicking on the
hyperlink in the preceding senfence and save the form fo your computer or an external sforage device. (Do not alter the format or print scale of the form. Applicants may not atfach
their own or a differing version of this form.) Once the Minimum Training Checkiist form is completed and saved locally, browse for the file fo upload it here.

Attachment* Browse...

If the Minimum Training Checklist form requires revisions:

1. Open the pravicusly saved or uploaded Minimum Training Chacklist form

2. Mzke the necessary changes

3. Save the revised file to your computer or an external storage device

4. Delete the current attachment from WebGrants

5. Browse for and attach the ravised file

If you just open the attachment, make the changes, and dlick Save, the changes will pot actually be saved.

Objective #2.1 — Minimum Procedures

Has the task force defined a protocol or procedure that details the approximate timeframe, triaging system,

and follow-up involved for handling cyber tips?

If Yes, describe the task force’s protocol or procedure to handle cyber tips received by the task force.

If No, explain the task force’s plan to implement a protocol or procedure to handle cyber tips received

by the task force.
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Goal #1 - Minimum Standards
Objective #2.1 - Minimum Procedures

Has the task force defined a protocol or procedure that details the approximate timeframe, - )Y ON
triaging sy and foll p i Ived for handling cyber tips?+ '~ 1€5 '/ NO

Narrative:*

+ If Yes, describe the task force's profocol or procedure to handle cyber tips received by the task force.

+ If No, explain the fask force's plan to implement & profacol or procedure to handle cyber tips received by the task force

Objective #2.2 - Minimum Procedures
Does the task force have (or have access to) a program or other means (such as training, literature, etc. that
advertises the availability of such) to make available psychiatric or psychological evaluations and/or counseling

available for all task force officers?

If Yes, identify what the program or the means is and briefly describe how information regarding the

availability of such psychiatric or psychological evaluations and/or counseling is made available to (or

shared with) task force officers.

If No, explain the plan to implement or identify a program or other means to make available
psychiatric or psychological evaluations and/or counseling available for task force officers.

NOTE: The term "task force officers" includes all personnel (investigators and forensic examiners, full-

time and part-time, grant-funded and non-grant funded) working child internet sex crime cases

for the cyber task force or cyber unit.

Goal #1 - Minimum Standards

Objective #2.2 - Minimum Procedures

For the following question, the ferm “task force officers” inciudes all personnel (investigators and forensic examiners, full-time and part-time, grant-funded and non-grant funded)
working chiid internef sex crime cases for the cyber {ask force or cyber unit.

Does the task force have (or have access to) a program or other means (such as training, ~
literature, etc. that advertises the availability of such) to make psychiatric or psychological _)Yes () No
evaluations andfor counseling available for all task force officers?*
Narrative*

= If Yes, identify what the program or the means is and briefly describe how information regarding the availability of such psychiatric or psychological evaluations and/or counseling is
made available to {or shared with) task force officers.

= If No, explain the plan to implement or identify a program or other means to make psychiatric or psychological evaluations and/or counseling available for fask force officers.
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Goal #2: Task Force Activities

Objective #1.1 - Proactive Activities

Does the task force have the current manpower and resources to conduct ongoing proactive investigations?

If Yes, describe the task force's proactive investigation efforts, making sure to identify the number of
task force officers conducting ongoing proactive investigations.

If No, explain the reason the task force is not able to conduct ongoing proactive investigations. In
addition, explain whether the task force was ever able to conduct ongoing proactive investigations in
previous years, and if so, identify what those proactive investigation efforts entailed and the number
of task force officers that conducted such ongoing proactive investigations.

NOTE: The term “ongoing” refers to ordinary, typical, continuous, consistent, customary, regular, or

habitual efforts. An “ongoing” effort should not be inconsistent, sporadic, irregular, random, or
un-routine.

NOTE: In addition, the term “proactive investigations” refers to investigations that intervene prior to

the receipt of a cyber tip, complaint, or suspected/known incident. Proactive investigations
include Peer to Peer (P2P) file sharing, undercover chats, ads, etc.

Goal #2 - Task Force Activities

Objective #1.1 - Proactive Activities

For the following question, the term "ongoing” refers to ordinary, typical, confinuous, consistent, routine, customary, regular, or habitual efforis. An "ongoing” effort should not be
inconsistent, sporadic, irmegular, random, or un-routing.

In addition, the term "proaciive investigations" refers to investigations that intervene prior to the receipt of a cyber tip, complaint, or suspected/fknown incident Proactive investigafions
include Peer-to-Peer (P2P) file sharing, undercover chats, ads, efc.

Does the task force have the current manpower and resources to conduct ongoing proactive oYy ON
investigations?* es No

Narrative™

+ If Yes, describe the task force's proactive investigation efforts, making sure to identify the number of task force officers conducting ongoing proactive investigations.

= If No, explain the reason the task force is nof able to conduct ongoing proactive investigations. In addition, explain whether the task force was ever able to conduct ongoing
proactive investigations in previous years, and if so, identify what those proactive investigation efforts entailed and the number of task force officers that conducted such ongoing
proactive investigafions.

NOTE: Do net disclose the name of specific websites, chat rooms, programs, applications, efc being worked as it could compromise investigative techniques.)

Objective #1.2 - Proactive Investigations

Does the task force have the ability to perform on-site triaging of evidence?

If Yes, identify the resources (i.e. personnel, equipment, etc.) available to the task force and describe
the protocols that are being followed as it relates to such on-site triaging of evidence.
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e |f No, explain the reason the task force is not able to perform on-site triaging of evidence. In addition,
explain if there is any plan to establish the means to perform on-site triaging of evidence in the future.

Goal #2 - Task Force Activities
Objective #1.2 - Proactive Investigations

Does the task force have the ability to perform on-site triaging of evidence?™ (")yag (O Ng
Narrative*

» If Yes, identify the resources (e g personnel, equipment, etc) available fo the task force and describe the protocols that are being followed as it relafes to such on-site triaging of
evidence.

» If No, explain the reason the fask force is nof able to perform on-site friaging of evidence. In addition, explain if there is any plan to establish the means fo perform on-sife triaging of
evidence in the future.

Goal # 3: Educational Activities

Objective #1.1 - Community Outreach

Has the task force been involved in cyber safety educational programs throughout the task force service area
during the prior calendar year?

e If Yes, identify the cyber safety educational program and describe how and/or by whom the cyber
safety educational program was provided and the purpose/goal of the cyber safety educational
program, making sure to also identify the geographic area in which the program was provided or the
geographic area of the program’s audience.

o If No, as applicable, identify any cyber safety educational program that was provided and describe how
and/or by whom the cyber safety educational program was provided and the purpose/goal of the
cyber safety educational program, making sure to also identify the geographic area in which the
program was provided or the geographic area of the program’s audience. Then, in a separate
paragraph, explain the reason the task force was not involved in cyber safety educational programs
throughout the task force service area during the prior calendar year and identify the plan to get
involved in cyber safety educational programs throughout the task force service area in the future.

NOTE: The term "cyber safety educational programs" refers to programs, presentations, fair/expo
booths, etc. designed to provide information to the public about internet safety on topics such
as cyberbullying, exposure to inappropriate material, online predators, revealing too much
personal information, etc. Such programs are commonly intended for civic organizations, radio
stations, schools/teachers, parents/guardians, teens/children, etc. but are not limited to these
audiences.

NOTE: In addition, the term “task force service area” refers to the geographic area being
served/covered by the task force (generally pursuant to and memorialized by a MOU, MOA, or
other form of mutual agreement). Therefore, the term “throughout the task force service area”
refers to every county of the geographic coverage area (or at least the greater majority of every
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county, depending on the size of the service area, the abilities of the task force, and the forums
being used to reach such audiences).

Goal #3 - Educational Activities

The following question inquires about the fask force's participation in cyber safety education programs. These programs need nof be provided solely by the task force officers. These
programs can be accompiished by member agencies of the task force, and in such case, the effort by the member agency can also be counted as a contribution under Goal #4,
Objective #2.1 titled *Investment".

Objective #1.1 - Community Outreach

For the following question, the term “cyber safety educational programs” refers to programs, presentations, fair/expo booths, efc designed to provide information to the public about
internet safety on topics such as cyberbullying, exposure to inappropriate material, online predators, revealing too much personal information, efc. Such programs are commonly
intended for civic organizations, radio stations, schoolsteachers, parents/quardians, teens/children, etc but are not limited fo these sudiences.

In addition, the term "task force service area” refers to the geographic area being servedfcovered by the fask force (generally pursuant fo and memonialized by a MOU, MOA, or other
form of mutual agreement). Therefore, the term 'throughout the task force service area” refers fo every county of the geegraphic coverage area (or af least the greater majority of every
county, depending on the size of the service area, the abilities of the task force, and the forums being used fo reach such audiences).

Has the task force been involved in cyber safety educational programs throughout the task v ON
rce service area during the prior calendar year?* €s . No
Narrative*

= If Yes, identify the cyber safety educational program and describe how andfor by whom the cyber safety educational program was provided and the purpose/goal of the cyber safety
educational program, making sure to alse identify the geographic area in which the program was provided or the geographic area of the program's audience.

+ If No, as applicable, identify any cyber safety educational program that was provided and describe how and/or by whom the cyber safefy educational program was provided and the
purpose/goal of the cyber safely educational program, making sure to also identify the geographic area in which the program was provided or the geographic area of the program's
audience. Then, in a separate paragraph, explain the reason the task force was not involved in cyber safety educational programs throughout the task force service area during the
prior calendar year and identify the plan to get involved in cyber safety educational programs throughout the task force service area in the future.

NOTE: If the task force has been involved in more than ane cyber safety educational program during the prior calendar year, address each program in a separate paragraph. This will
ensure that each paragraph of information is a self-contained explanation of the program.

Objective #2.1 - Law Enforcement Outreach

Has the task force been involved in outreach efforts to law enforcement agencies throughout the task force
service area during the prior calendar year?

e If Yes, identify the outreach effort and describe how and/or by whom the outreach effort was provided
and the purpose/goal of the outreach effort, making sure to also identify the geographic jurisdiction(s)
in which the outreach was provided or the geographic area(s) of the outreach’s audience.

e If No, as applicable, identify any outreach effort and describe how and/or by whom the outreach effort
was provided and the purpose/goal of the outreach effort, making sure to also identify the geographic
jurisdiction(s) in which the outreach was provided or the geographic area(s) of the outreach’s
audience. Then, in a separate paragraph, explain the reason the task force was not involved in
outreach efforts with law enforcement agencies throughout the task force service area during the
prior calendar year and identify the plan to get involved in outreach efforts with law enforcement
agencies throughout the task force service area in the future.

NOTE: The term "outreach efforts" refers to efforts designed to provide information, share resources,
invite increased participation, and/or develop professional relationships as it relates to the work
performed by the task force.

NOTE: In addition, the term “task force service area” refers to the geographic area being
served/covered by the task force (generally pursuant to and memorialized by a MOU, MOA, or
other form of mutual agreement). Therefore, the term “throughout the task force service area”
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refers to the law enforcement agencies in every county of the geographic coverage area (or at
least the greater majority of every county, depending on the size of the service area, the abilities
of the task force, and the forums being used to reach such audiences).

Goal #3 - Educational Activities

Objective #2.1 - Law Enforcement Outreach

For the following question, fhe ferm “oufreach efforis™ refers fo efforts designed io provide information, share resources, invife increased participation, and/or deveiop professional
relationships as if refates to the work performed by the task force.

In addition, the term "fask force service area” refers to the geographic area being served/tovered by the task force (generally pursuant fo and memorialized by a MOU, MOA, or other
form of mutual agreement). Therefore, the term ‘throughout the task force service area” refers fo the law enforcement agencies in every county of the geographic coverage area (or at
least the greater majority of every counfy, depending on the size of the service area, the abiliies of the task force, and the forums being used to reach such audiences).

Has the task force been involved in outreach efforts to law enforcement agendies throughout  — % ON
the task force service area during the prior calendar year?* - €3 W NO
Narrative*

+ If Yes, identify the outreach effort and describe how andior by whom the outreach effort was provided and the purpose/goal of the outreach effort, making sure to also identify the
geographic jurisdiction(s) in which the outreach was provided or the geographic areafs) of the outreach's audience.

* IfNo, as applicable, identify any outreach effort that was provided and describe how and/or by whom the oufreach effort was provided and the purposedgoal of the ouireach effort,
making sure to alse identify the geographic jurisdiction(s) in which the outreach was provided or the geographic area(s) of the outreach’s audience. Then, in a separate paragraph,
explain the reason the fask force was not involved in outreach efforfs with law enforcement agencies throughout the task force service area during the prior calendar year and identify
the pfan to get involved in outreach efforts with law enforcement agencies throughout the task force service area in the future.

NOTE: If the task force has been involved in more than one outreach effort to law enforcement agencies during the prior calendar year, address each oufreach effort in a separafe
paragraph. This will ensure that each paragraph of information is a self-contained explanation of the outreach effort.

Objective #3.1 - Prosecutorial Outreach

Has the task force been involved in outreach efforts to prosecutors and/or federal attorneys throughout the
task force service area during the prior calendar year?

e If Yes, identify the outreach effort and describe how and/or by whom the outreach effort was provided
and the purpose/goal of the outreach effort, making sure to also identify the geographic jurisdiction(s)
in which the outreach was provided or the geographic area(s) of the outreach’s audience.

e If No, as applicable, identify any outreach effort that was provided and describe how and/or by whom
the outreach effort was provided and the purpose/goal of the outreach effort, making sure to also
identify the geographic jurisdiction(s) in which the outreach was provided or the geographic area(s) of
the outreach’s audience. Then, in a separate paragraph, explain the reason the task force was not
involved in outreach efforts with prosecutors and/or federal attorneys throughout the task force
service area during the prior calendar year and identify the plan to get involved in outreach efforts
with prosecutors and/or federal attorneys throughout the task force service area in the future.

NOTE: The term "outreach efforts" refers to efforts designed to provide information and develop
professional relationships as it relates to the prosecution of investigations and/or forensic
examinations performed by the task force.

NOTE: In addition, the term “task force service area” refers to the geographic area being
served/covered by the task force (generally pursuant to and memorialized by a MOU, MOA, or
other form of mutual agreement). Therefore, the term “throughout the task force service area”

refers to the prosecutors and/or federal attorneys in every county of the geographic coverage
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area (or at least the greater majority of every county, depending on the size of the service area,
the abilities of the task force, and the forums being used to reach such audiences).

Goal #3 - Educational Activities

Objective #3.1 - Prosecutorial Outreach

For the following question, the ferm “outreach efforts” refers to efforts designed to provide information and develop professional relationships as it relates to the prosecution of
investigations and/or forensic examinations performed by the task force.

In addition, the term "task force service area” refers io the geographic area being served/tovered by the fask force (generally pursuant fo and memoriaiized by a MOU, MOA, or other
form of mutual agreement). Therefore, the term 'throughout the task force service area” refers to the prosecutors and/or federal aftorneys in every county of the geographic coverage
area (or at least the greater majority of every county, depending on the size of the service area, the abilities of the task force, and the forums being used to reach such audiences).

Has the task force been involved in outreach efforts to prosecutors and/or federal attorneys oY ON
throughout the task force service area during the prior calendar year?* es L No

Narrative*

= If Yes, identify the ouireach effort and describe how and/or by whom the outreach effort was provided and the purpose/goal of the outreach effort, making sure fo also identify the
geographic jurisdiction(s) in which the outreach was provided or the geographic area(s) of the outreach’s audience.

= If No, as applicable, identify any outreach effort that was provided and describe how and/or by whom the outreach effort was provided and the purpose/goal of the outreach effort,
making sure to alse identify the geographic jurisdiction(s) in which the outreach was provided or the geographic area(s) of the outreach’s audience. Then, in a separate paragraph,
explain the reason the task force was not involved in outresch efforts with prosecutors andfor federal attorneys throughout the task force service area during the prior calendar year
and identify the plan to get involved in outreach efforts with prosecutors and/or federal attomeys throughout the task force service area in the future.

NOTE: If the task force has been involved in more than one outreach effort fo prosecutors andfor federal attorneys during the prior calendar year, address each outreach efforf in a
separate paragraph. This will ensure that each paragraph of information is a self-contained explanation of the outreach effort.

Objective #4.1 - Allied Professionals Outreach

Has the task force been involved in outreach efforts to allied professionals throughout the task force service
area during the prior calendar year?

e If Yes, identify the outreach effort and describe how and/or by whom the outreach effort was provided
and the purpose/goal of the outreach effort, making sure to also identify the geographic jurisdiction(s)
in which the outreach was provided or the geographic area(s) of the outreach’s audience.

e If No, as applicable, identify any outreach effort that was provided and describe how and/or by whom
the outreach effort was provided and the purpose/goal of the outreach effort, making sure to also
identify the geographic jurisdiction(s) in which the outreach was provided or the geographic area(s) of
the outreach’s audience. Then, in a separate paragraph, explain the reason the task force was not
involved in outreach efforts with allied professionals throughout the task force service area during the
prior calendar year and identify the plan to get involved in outreach efforts with allied professionals
throughout the task force service area in the future.

NOTE: The term "allied professionals" includes child advocacy centers, juvenile officers, medical
personnel, caseworkers, therapists, etc.

NOTE: In addition, the term "outreach efforts" refers to efforts designed to provide information, share
resources, and/or develop professional relationships as it relates to the work performed by the
task force.

NOTE: Lastly, the term “task force service area” refers to the geographic area being served/covered by
the task force (generally pursuant to and memorialized by a MOU, MOA, or other form of
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mutual agreement). Therefore, the term “throughout the task force service area” refers to the
allied professionals in every county of the geographic coverage area (or at least the greater
majority of every county, depending on the size of the service area, the abilities of the task
force, and the forums being used to reach such audiences).

Goal #3 - Educational Activities
Objective #4.1 - Allied Professionals Outreach

For the following quesfion, fhe ferm "alfied professionals"” includes child advocacy centers, juvenile officers, medical personnel, caseworkers, therapists, efc

In aadition, the term “outreach efforts” refers fo efforts designed to provide information, share resources, and/or develop professional relationships as it relates fo the work performed
by the task force.

Lastly, the term "lask force service area " refers to the geographic area being served/covered by the task force (generally pursuant to and memorialized by a MOU, MOA, or other form
of mutual agreement). Therefore, the term "throughout the fask force service area” refers fo the allied professionals in every county of the geographic coverage area (or af least the
greater majority of every county, depending on the size of the service area, the abilities of the fask force, and the forums being used to reach such audiences).

Has the task force been involved in outreach efforts to allied professionals throughout the (@17 ON
task force service area during the prior calendar year?* ' es UNo

Narrative*

+ If Yes, identify the outreach effort and describe how andfor by whom the outreach effort was provided and the purpose/fgoal of the outreach efforf, making sure to also identify the
geographic jurisdiction(s) in which the outreach was provided or the geographic area(s) of the outreach's audience.

+ If No, as applicable, identify any outreach effort that was provided and describe how and/or by whom the outreach effort was provided and the purposesgoal of the outreach effort,
making sure fo also identify the geographic jurisdiction(s) in which the outreach was provided or the geographic area(s) of the outreach's audience. Then, in a separafe paragraph,
explain the reason the fask force was not involved in outreach efforts with allied professionals throughout the task force service area during the prior calendar year and identify the plan
to get invoived in outreach efforts with allied professionals throughout the task force service area in the future

NOTE: If the task force has been involved in more than one outreach effort to allied professionals during the prior calendar year, address esch outreach effort in a separate paragraph.
This will ensure that each paragraph of information is a self-contained explanation of the outreach effort

Goal #4: Collaboration with Other Agencies

Objective #1.1 - Information Sharing

Does the task force participate in meetings, generate newsletters, or partake in any other information forums
to share task force information with the agencies throughout the task force service area?

e If Yes, describe the method(s) in which information is shared, identify the type(s) of information that is
shared, and identify the agencies to which information is shared.

e If No, describe the plan to implement information sharing with the agencies throughout the task force
service area, identify the type(s) of information that will be shared, and identify the agencies to which
information will be shared.

NOTE: The term “task force service area” refers to the geographic area being served/covered by the
task force (generally pursuant to and memorialized by a MOU, MOA, or other form of mutual
agreement). Therefore, the term “throughout the task force service area” refers to the agencies
in every county of the geographic coverage area (or at least the greater majority of every county,
depending on the size of the service area, the abilities of the task force, and the forums being
used to reach such audiences).
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Goal #4 - Collaboration with Other Agencies

Objective #1.1 - Information Sharing

For the foliowing guestion, the ferm "fask force service area” refers fo the geographic area being served/covered by the task force (generally pursuant fo and memorialized by a MOU,
MOA, or other form of mutual agreement). Therefore, the term “throughout the task force service area” refers to the agencies in every county of the geographic coverage area (or at
least the greater majority of every county, depending on the size of the service area, the abilities of the task force, and the forums being used to reach such audiences).

Does the task force participate in meetings, generate newsletters, or partake in any other ~
information forum to share task force information with the agencies throughout the task () Yes (O No
force service area?*
Narrative™
- If Yes, describe the method(s) in which information is shared, identify the type(s) of information that is shared, and identify the agencies fo which information is shared.

+ If No, describe the plan to implement information sharing with the agencies throughout the task force service area, identify the type(s) of information that will be shared, and identify
the agencies to which information will be shared.

Objective #2.1 - Investment

Does the task force have a committee established to engage in operational and/or financial matters involving
the task force?

If Yes, identify the committee’s composition by agency (exclude the names of the individual committee

members), the frequency in which the committee meets, and the purpose of the committee, making
sure to explain the nature and ability of such involvement with operational and/or financial matters
involving the task force and whether or not by-laws or other source documents exist to detail such

involvement/authority.

If No, explain the approval process that exists with operational and/or financial matters involving the
task force and the plan to establish a committee to oversee the task force's operational and/or

financial matters.

NOTE: The term "committee" refers to an oversight board, board of directors, steering committee,
advisory council, etc. that is organized separate from the applicant agency and consists of

member agencies from the task force service area.
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Goal #4 - Collaboration with Other Agencies
Objective #2.1 - Investment

For the following question, the term "committee” refers to an oversight group, board of directors, steering committee, advisory council, eic that is organized separate from the applicant
agency and consisis of member agencies from fhe fask force service area.

Does the task force have a committee established to engage in operational and/or financial — v ON
matters involving the task force?* es “No
Narrative*

+ If Yes, identify the commiftee's composition by agency (exclude the names of the individual committee members), the frequency in which the committee meets, and the purpose of
the committee, making sure to explain the nature and abilify of such involvement with operational andfor financial matters involving the task force and whether or nat by-laws or other
source documents exist to detail such involvement/authority.

» If No, explain the approval process that exists with operational and/or financial mafters invalving the task force and the plan to establish 8 commitfee fo oversee the task force's

operational and/or financial matiers.

Objective #2.2 — Investment

Do all the agencies signing the Memorandum of Understanding (MOU) contribute resources to the task force?

o If Yes, list each of the agencies signing the MOU. Then, next to the name of each agency listed, list its
respective contribution(s) and the approximate monetary value of the contribution.

e If No, list each of the agencies signing the MOU. Then, next to the name of each agency listed, list its
respective contribution(s) and the approximate monetary value of the contribution for those that
contribute. For any agency signing the MOU but not contributing resources, identify its respective
reason for not contributing next to the agency's name.

NOTE:

NOTE:

The term "Memorandum of Understanding" refers to the agreement signed between the
participating agencies and could also be called a Memorandum of Agreement (MOA), Letter of
Agreement (LOA), etc.

In addition, the term "resources" includes personnel, currency, equipment, office space, office
supplies, etc. The term "resources" has not been defined due to other implications for task
forces, but "resources" are considered things of value to the task force that are above and
beyond the normal course of services that would be provided by the MOU signer. For example,
providing back-up or serving search warrants when called upon are services that would normally
exist within the police community and their duty responsibility and is not considered a
"resource" for this question. A contributed “resource” generally results in a monetary loss by
the donating agency (whether as cash or an in-kind contribution) and a monetary gain by the
receiving agency (whether as cash or an in-kind contribution).
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Goal #4 - Collaboration with Other Agencies
Objective #2.2 - Investment

For the following questfion, the term "Memorandum of Understanding” refers fo the agreement signed befween the participating agencies and could also be called a Memorandum of
Agresment (MOA), Letter of Agreement (LOA), efc.

In addition, the term resources” includes personnel, currency, equipment, office space, office supplies, etc. The term "resources” has not been defined due to other implications for
task forces, b, ul x T red thing # ‘ask force that are above and beyond the m course of services id be provided by Ihe l'l.niO.J signer. For
example, i k i f hen ipon are services that would '?orma'.‘y exist within the police comr nd their duty respon: and is not
considered a T r this question. A confributed "resource” generally resuits in 8 monetary loss by the donating agency (whether as cash or an in-kind coniribution) and a

monetary gain by Ihe receiving agency (whether as cash or an in-kind contribution).

Do all the agencies signing the Memorandum of Understanding (MOU) contribute resources to oY ON
the task force?* - 185 “/NO

Narrative®

+ If Yes, list each of the agencies signing the MOU. Then, next fo the name of each agency listed, list its respective contribution(s) and the approximate monetary value of the
contribution.

* IfNo, list each of the agencies signing the MOU_ Then, next fo the name of each agency listed, list its respective contribution(s) and the approximate monetary value of the
coniribution for those that contribute. For any agency signing the MOU but not contributing resources, identify ifs respective reason for not contributing next to the agency’s name.

FORM #8: TYPE OF PROGRAM
The purpose of this narrative form is to identify the purpose area for which funds are requested, the general
program that will be implemented, and how the anticipations of the project conform to the purpose area of

“Law Enforcement”. The details provided should be specific and are used by the grantor to ensure the project

fits within the parameters of the SCCG program.

On this form, in a narrative format, provide the following information:
O The services to be provided by the project
O Who will provide the services provided by the project
O How the identified services will be provided

Type of Program
Type of Program*
Provide the following information about the program that will be implemented by the requested funds:
= Define the services to be provided by the project.
= Indicafe who will provide the services provided by the project.
* Describe how the identified services will be provided.

Provide other details, where applicable, to clearly describe the makeup and operation of the proposed project. Fiow charts and outlines fo support this narrative description may be
included on the "Other Aftachments" application form.

Provide other details where possible to clearly describe the makeup and operation of the proposed project.
Flow charts and outlines to support the narrative description may be included on the “Other Attachments”
application form but shall not substitute for the completion of this narrative form.
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FORM #9: SUPPLANTING

The purpose of this narrative form is to address the issue of supplanting. Supplanting is defined as taking the
place of or replacing with something else. Supplanting is strictly unallowable under this grant program. State
funds cannot be awarded towards budget items that are and will continue to be funded by another source of
money. State funds shall only be used to supplement existing funds for program activities, and as a result, the
grantor must collect this information to ensure supplanting does not exist. Potential supplanting will be the
subject of justification provided in the grant application and monitoring by the Missouri Department of Public
Safety.

On this form, in a narrative format, describe whether or not other federal, state, or local funds are available to
the applicant agency for the purpose of the requested funding. Be specific!

If any of the following factors apply to the proposed project, provide information to address the factors that
apply:

Q If other federal, state, or local monies are available (e.g. ICAC grant funds, Asset Forfeitures, General
Revenue, Member Dues/Contributions, etc.), please address why SCCG funding is being requested.

NOTE: All applicant agencies have a local operating budget (whether it is sufficient or not) and as
such would need to address why SCCG funding is being requested for the project.

Q If the application includes existing costs (e.g. funded by an existing source of monies), explain how
those costs are currently being funded and if and when that funding source will cease.

NOTE: Existing costs include, but are not limited to, costs for continuation projects currently funded
by SCCG. Need to clearly identify the existence of such financial assistance and when such
grant funds cease.

Q |If program income is anticipated or could be generated as a result of the grant-funded project, explain
how those monies will not supplant SCCG funds.

Supplanting

Supplanting*

Describe whether or not other federal, state, or local funds are available to the applicant agency for the purpose of the project. Be specific!

If any of the following factors apply to the proposed project, provide information to address the factors that apply:

» [fother federal, state, or local monies are available, please address why SCCG funding is being requested.

« [fthe application includes existing costs, explain how those costs are currently bel 1ded and if and when that funding source will cease.

+ [f program income is anticipated or could be generated as a result of the grant-funded project, explain how those monies will not supplant SCCG funds.

A

54



Examples of non-supplanting:

1.

For FY 2021, City A appropriates a total of $25 million for law enforcement activities, including salary and
benefits for 100 police officers and purchase of 5 police cruisers. In FY 2021, City A is awarded SCCG funds,
which it uses to hire 5 police officers, in addition to the 100 hired with local funds, and purchases 2 new
police cruisers, in addition to the 5 purchased with local funds. City A expends all of the $25 million in local
funds appropriated for FY 2020 for law enforcement activities.

1In this scenario, City A has not used SCCG funds to supplant state or local funds, but rather has used the
funds “to increase the amount of funds that would, in the absence of state funds, be made available for
law enforcement activities”.

For FY 2021, City B appropriates a total of $15 million in local funds for law enforcement activities, of
which $75,000 is budgeted for equipment for training of new police recruits. In FY 2021, City B is awarded
SCCG funds. It uses the state funds to purchase the training equipment and hire additional officers, and
uses the $75,000 in local funds originally budgeted for equipment to hire a dispatcher. Total expenditures
of local funds for law enforcement activities remain constant.

Despite the fact that local funds were shifted from equipment to hiring, the amount of state or local funds
that would, in the absence of state funds, be made available for law enforcement activities has not
changed.

For FY 2021, City C appropriated $15 million in local funds for law enforcement activities, including salary
and benefits for 80 police officers. Due to anticipated revenue shortfalls in FY 2022, City C intends to lay
off 10 police officers at the end of the FY 2021 (facts that City C is able to substantiate). In FY 2021, City C
is awarded SCCG funds, which is proposed to use for the hiring of 5 police officers. For FY 2022, City C
appropriates funds to pay salary and benefits of 70 police officers. At the start of FY 2022, City C lays off 5
of its 80 police officers and uses SCCG funds to continue the salary and benefits for 5 other officers.

In this scenario (which assumes that City C can document that the planned layoff of 10 officers was not
made in anticipation of the availability of state funds), City C will use SCCG funds to pay the salary and
benefits for 5 police officers who would have been laid off but for the availability of state funds. Local
funding for law enforcement activities has been reduced, but not because of the availability (or anticipated
availability) of SCCG funds.

State X’s initial FY 2021 appropriation for law enforcement activities is sharply reduced due to an across-
the-board cut in the State budget. This results in a hiring freeze. When State X receives SCCG funds, it
uses the funds to fill 15 correctional officer positions that were included in the initial budget but were
vacant due to the hiring freeze.

The total amount of State funds available for law enforcement activities in State X has been reduced, but
not because of the availability (or anticipated availability) of SCCG funds.

Examples of supplanting:

1.

For FY 2021, State Y budgeted S1 million in state funds to be used for renovation of a particular prison.
Later in FY 2021, in response to the availability of SCCG funds, the State determines that it will use SCCG
funds for the prison renovation, and will use the funds the State had budgeted for the prison renovation
instead to provide health services for infants and children. No additional state funds were added to the
State’s budget in any other law enforcement category.

There would have been a decrease in the amount of funds that would, in the absence of state funds, be
made available for law enforcement activities.
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2. For FY 2021, County A budgeted $1 million in local funds to be used for law enforcement activities,
including salary and benefits of 30 officers. Later in FY 2021, in response to the availability of SCCG funds,
the County determines that it will use SCCG funds for the salaries and benefits of 5 of the existing officers,
and will use the funds the County had budgeted for salaries and benefits instead to purchase new voting
machines in preparation for the upcoming election.

There would have been a decrease in the amount of funds that would, in the absence of state funds, be
made available for law enforcement activities.

Documentation and Record Retention: If circumstances raise a question of possible supplanting, the state or
unit of local government should retain whatever documentation is produced during the ordinary course of
government business that will help substantiate that supplanting has not occurred. Depending on the
circumstances, relevant documents might include annual appropriations acts, executive orders directing broad
reductions of operating budgets, or city or county council resolutions or meeting minutes concerning budget
cuts and layoffs.

FORM #10: AUDIT REQUIREMENTS

The purpose of this form is to gather general audit information relating to the applicant agency. As a recipient
of state funds, applicants are expected to have financial responsibility in the usage of monies and the record
keeping of documentation.

Audit Requirements

Date last audit was completed:* |

Date(s) covered by last audit:* |

Last audit performed by:* |

Phone number of auditor:*

Date of next audit:* |

Date(s) to be covered by next audit:* |

MNext audit will be performed by:* |

Total amount of financial assistance received from all entities, including the Missouri Depariment of Public Safely, during the date(s) covered by your agency's last audit, as indicated
ahove

The Federal Amount refers to funds received directly from the Federal Govermnment or federal funds passed through state agencies in the form of grants, loans, loan guarantees,
property (including donated surplus property), cooperative agreements, interest subsidies, insurance, food commadifies, direct appropriations, and other assistance.

The State Amount refers fo funds received directly from the State of Missouri, not including federal pass-thru funds, in the form of grants, loans, loan guarantees, praperty (including
donated surplus properfy), cooperative agreements, interest subsidies, insurance, food commodities, direct appropriations, and other assistance

Federal Amount:* [¢0 g
State Amount:* [g0 0p

The form will collect the following information:

e Date Last Audit was Completed: enter the month and year (at a minimum) in which the last audit
report was completed/released

e Date(s) Covered by Last Audit: enter the date range (e.g. mm/dd/yyyy — mm/dd/yyyy) covered by the
last completed audit

e Last Audit Performed By: enter the name of the auditing company/firm that performed the last audit

e Phone Number of Auditor: enter the telephone number of the auditing company/firm that performed
the last audit

e Date of Next Audit: enter the month (if known) and year in which the next audit report will be
completed/released; enter TBD if unknown
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e Date(s) to be Covered by Next Audit: enter the date range (e.g. mm/dd/yyyy — mm/dd/yyyy) to be
covered by the next completed audit; enter TBD if unknown

e Next Audit will be Performed By: enter the name of the auditing company/firm that will perform the
next audit; enter TBD if unknown

e Federal Amount: enter the total amount of federal financial assistance (i.e. grant monies, loan
guarantees, property, cooperative agreements, interest subsidies, insurance, food commodities, direct
appropriations, and other assistance) received during the last audited period. The Federal Amount
should relate directly to the timeframe identified in the Date(s) Covered by Last Audit field and should
be pulled directly from the Schedule of Expenditures of Federal Assistance (SEFA) section of the
published audit report.

e State Amount: enter the total amount of state financial assistance (i.e. grant monies, loan guarantees,
property, cooperative agreements, interest subsidies, insurance, food commodities, direct
appropriations, and other assistance) received during the last audited period. (Unlike the Federal
Amount that can be pulled directly from the last purchased audit report, the State Amount may need
to be compiled through other means.)

Pursuant to grant policies developed by the Missouri Department of Public Safety, units of state and local
government are required to have an organization-wide, independent audit if their unit of state or local
government has expended $375,000 or more in state funds (including, but not limited to, SCCG monies) within
the organization’s 12 month turnaround reporting year.

NOTE: Do not attach a copy of the latest audit at the time of application. A copy must be submitted within
60 days of the project period start date via the “Correspondence” component of the grant within
WebGrants if the total reported in the State Amount field equals or exceeds $375,000.

Refer to the “DPS Financial and Administrative Guide”, which can be found at
https://dps.mo.gov/dir/programs/cjle/sccg.php for more information regarding audit responsibilities.

FORM #11: REQUIRED ATTACHMENT
The purpose of this form is to collect the following document:

¢ Memorandum of Understanding (MOU)
Applicants submitting for a multi-jurisdictional cyber task force are required to submit a MOU reflective of
each municipality, political subdivision, and/or other entity (e.g. Missouri ICAC, Missouri State Highway
Patrol, etc.) that pledges to participate in the task force. The MOU is necessary to support the multi-
jurisdictional nature of the project. The MOU must outline the organizational and operational mandates of
the task force.

The MOU must be current and contain the signatures of each member party. Because the document is an
attachment, it does not need to contain original signatures of each member party. It is recommended,
however, that the MOU be re-signed each year to show that all parties are current with the agreement;
but if the MOU is continuous, at a minimum, the Missouri Department of Public Safety requires a letter be
included with the MOU indicating that all signing parties are still in office and continue to agree with the
terms. The letter may be scanned directly with the MOU or may be uploaded on the “Other Attachments”
application form.

NOTE: To verify the “current” state of the MOU, make sure the signatures are dated!
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Required Attachments Mark as Complete | Go to Application Forms

Attachment Description File Name Type File Size Date Uploaded Delete?

Memorandum of Understanding (MOU) @
Last Edited By:

The Missouri Department of Public Safety can support the following file types: Word (*.doc, *.docx), Excel
(*.xls, *.xIsx), PowerPoint (*.ppt, *.pptx), Publisher (*.pub), Adobe PDF (*.pdf), Photos (*.bmp, *.jpg, *.jpeg,

* jpe, *.asp, *.tif, *.wmf) and similar commonly used programs. If you attach a file type that the Missouri
Department of Public Safety does not have software to open or the file is corrupted and cannot be opened, the
attachment may not be considered.

FORM #12: OTHER ATTACHMENTS

The purpose of this form is to allow the applicant to attach any other documents applicable to the proposed
project or available to support information provided within an application form. Other attachments may
include, but not be limited to, vendor quotes for goods or services, letters of support, etc.

NOTE: If your project does not have “other attachments”, just click ‘Mark as Complete’ and proceed with
the submission of the application.

Other Attachments Mark as Complete | Go to Application Forms
Description File Name File Size Delete?
Last Edited By:

The Missouri Department of Public Safety can support the following file types: Word (*.doc, *.docx), Excel
(*.xls, *.xIsx), PowerPoint (*.ppt, *.pptx), Publisher (*.pub), Adobe PDF (*.pdf), Photos (*.bmp, *.jpg, *.jpeg,

* jpe, *.asp, *.tif, *.wmf) and similar commonly used programs. If you attach a file type that the Missouri
Department of Public Safety does not have software to open or the file is corrupted and cannot be opened, the
attachment may not be considered.

FORM #13: CERTIFIED ASSURANCES

This component of the application requires the Authorized Official to attest to the compliance of all conditions
relating to the grant program and the proposed project, as applicable. The typed name, in lieu of a signature
at the time of application, represents the legal binding acceptance of the terms of the application and
statement of the veracity of the representations made in the application.

Certified Assurances

To the best of my knowledge and belief, ail data in this application is true and correct, the document has been duly authorized by the governing body of the applicant, and the applicant
attests to and/or will comply with the foliowing Certified Assurances if the assistance is awarded:

2021 5CCG Certified Assurances

I am aware thaf failure to comply with any of the Certified Assurances could result in funds being withheld until such time that |, the recipient, take appropriafe action to rectify the
incideni(s) of non-compliance. Where the Authorized Official is unable fo certify fo any of the statements in the Certified Assurances, he or she shall provide an explanation below and
may attach documentafion under the ‘Other Aftachments' form where needed.

1 have read and agree to the terms I}
and conditions of the grant.* )Yes (UNo

If you marked Mo to the question
above, please explain:

Your typed name as the applicant authorized official, in lieu of signature, represents your legal binding accepiance of the terms of this application and your statement of the veracity of
the representations made in this application

Authorized Official Name:* | |

Job Title:* | |
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NOTE: The name provided on this form must match the name listed as the Authorized Official on the
“Contact Information” application form to constitute a valid application. Only the proper
Authorized Official has the authority to bind the unit of state or local government into a contract
with the Missouri Department of Public Safety. As a result, an application may automatically be
denied if the incorrect Authorized Official name is provided. In addition, the Date must be current
and reflective of the last edited date of the application. Because the signature of the Authorized
Official represents the veracity of the representations made in the application, the signature date
should not be prior to the last edited date of the forms, with the exception of the Certified
Assurances form. Likewise, the signature date should not be after the submission date of the
application.

SUBMITTING AN APPLICATION:

The applicant shall submit all data as requested and required within the application forms. Failure to submit
all required, requested data could disqualify the proposal from further consideration. Applicants will not be
contacted if they fail to submit all required, requested data.

Once all the application components are ‘Marked as Complete’, please review the application by clicking the
‘Preview’ button. You may print a copy of the application from the preview screen or save an Adobe PDF copy
of the application from the preview screen.

Once you feel the application is ready for submission, click the ‘Submit’ button. A confirmation screen will
appear which may be printed for your records if you feel it necessary. The individual selected as the Primary
Contact in the “General Information” form of the application will receive a confirmation email of submission
from dpswebgrants@dps.mo.gov.

Applications must be submitted through WebGrants no later than 5:00 p.m. on Tuesday, March 10, 2020.
Proposals cannot be submitted after this date and time so applicants are encouraged to begin the process
immediately to meet the application deadline. Applications submitted through any means other than
WebGrants will not be considered for funding.

If the applicant determines prior to the application deadline that revisions are necessary to any form of the
submitted application, the applicant must contact the Missouri Department of Public Safety by email prior to
the deadline to have the application unlocked. The email should be sent to dpswebgrants@dps.mo.gov and
should clearly indicate which form(s) to be re-opened for the necessary change(s). The applicant should
ensure the application is resubmitted by the application deadline. Once the application deadline has lapsed,
the resubmitted application may be disqualified from further consideration.

If the applicant experiences unforeseen technical WebGrants issues beyond the applicant’s control that
prevent submission of its application by the deadline, the applicant must contact the Missouri Department of
Public Safety staff by email within 24 hours after the application deadline and request approval to submit the
application. The email should be sent to dpswebgrants@dps.mo.gov and must include a description of the
technical difficulties, a timeline of submission efforts, a screenshot of the error code, and any other
information as necessary to report the problem experienced. The Missouri Department of Public Safety will
consider all submitted information to determine if the application will be accepted.
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POST-APPLICATION INFORMATION

APPLICATION REVIEW:

A review panel of internal staff members of the Missouri Department of Public Safety, Office of the Director,
Criminal Justice/Law Enforcement (CJ/LE) Unit and members of the Cyber Task Force (CTF) Advisory Group will
evaluate all applications.

In evaluating each application, the review panel will consider the following factors:

1 Demonstration the proposed project fits within the parameters of the SCCG Program.

L Demonstration of need including geographic location, local demographics, local statistics, other
programs and/or resources available to the applicant agency, budget deobligation history of the
project agency for the same or similar awards, budget revision history of the project agency for the
same or similar awards, etc.

Adequate correlation between the cost of the project and the objective(s) to be achieved.
Compliance with the goals and objectives outlined on the “Goals and Objectives” application form.
Overall description of the intended use of the grant funds.

Demonstration that the SCCG funds will not be used to supplant other federal, state, or local funds.
Compliance with state statutory reporting requirements to include, but not limited to, Vehicle Stops
and Federal Forfeiture reporting.

Legally binding signature by the proper Authorized Official on the “Certified Assurances” form of the
submitted application.

Available funding for the SCCG Program.

O Oooo0oo

(W

FUNDING NOTIFICATION:

With the approval of the Director of the Missouri Department of Public Safety (or his/her designee), applicants
will be notified via WebGrants of the decisions made by the review panel approximately 3-6 weeks following
the review meeting. (The Review Meeting is anticipated to occur in late-April 2020.) The notification will be
sent from dpswebgrants@dps.mo.gov to the person listed as the Primary Contact on the “General
Information” form of the application.

Applications may be approved as requested, approved with revisions (in full or in part), or disapproved.
Applicants will be provided with the rationale behind the review panel’s decisions.

It is anticipated that the funding requests will easily exceed the amount of money available. Please be patient
as the review process can be rather tedious and time consuming. Funding notifications will not be released
through any other means than WebGrants so do not contact the Missouri Department of Public Safety to try to
obtain information before it is released!
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PROGRAM-SPECIFIC GRANT GUIDELINES

DPS FINANCIAL AND ADMINISTRATIVE GUIDE
Subrecipients must adhere to the applicable guidelines outlined in the “DPS Financial and Administrative
Guide”, which can be found at https://dps.mo.gov/dir/programs/cjle/sccg.php.

DPS SUBRECIPIENT TRAVEL GUIDELINES

If travel/training costs are approved within the budget, the Subrecipient must adhere to the applicable
guidelines outlined in the “DPS Subrecipient Travel Guidelines”, which can be found at
https://dps.mo.gov/dir/programs/cjle/sccg.php.

CHANGE IN PERSONNEL:

Notification of personnel changes must be communicated to the Missouri Department of Public Safety via the
“Correspondence” component of the grant within WebGrants using the Change of Information Form (Appendix
A).

The completed Change of Information Form must be submitted as an attachment to the Correspondence.
Additional information not captured in the Change of Information Form may be supplied in the message of the
Correspondence, but the message of the Correspondence shall not substitute for the Subrecipient’s
requirement to complete the Change of Information Form.

A. My Profile

1. Removing an Individual
If an individual needs to be removed as a registered user for the Organization, please notify the
Missouri Department of Public Safety, within a timely manner, so the individual can be properly
disassociated with the organization’s profile and removed from all contact lists.

Do not remove a registered user, and do not re-use a prior employee’s profile!

The Missouri Department of Public Safety will make the necessary change(s) and will notify the
Subrecipient when the change(s) have been completed.

2. Adding an Individual
If an individual needs to be added as a registered user for the Organization, first complete the
registration form in the “My Profile” module of WebGrants. Do not re-use a prior employee’s profile!

Notify the Missouri Department of Public Safety once the registration is complete so the individual can
be added to the proper contact lists.

The Missouri Department of Public Safety will make the necessary change(s) and will notify the
Subrecipient when the change(s) have been completed.

B. Contact Information
Changes in or temporary absence of the Authorized Official, Project Director, Fiscal Officer, and/or Officer
in Charge as listed on the “Contact Information” component of the grant within WebGrants must be
communicated to the Missouri Department of Public Safety, within a timely manner.
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The Missouri Department of Public Safety will edit the “Contact Information” component based on the
notification and will notify the Subrecipient when the change(s) has been completed.

Budget
Changes in grant-funded personnel as listed on the “Budget” component of the grant within WebGrants
must be communicated to the Missouri Department of Public Safety, in a timely manner.

The Missouri Department of Public Safety will edit the “Budget” component based on the notification and
will notify the Subrecipient when the change(s) has been completed.

IV. REPORTING REQUIREMENTS:

A.

Information Sharing

Recipients of SCCG funds shall share information and cooperate with the Missouri Department of Social
Services, Missouri State Highway Patrol, and existing Internet Crimes Against Children (ICAC) task force
programs.

Claims

Recipients of SCCG funds are required to submit a monthly Claim report in WebGrants to verify actual cash
expenditures and request reimbursement of those expenditures. A Claim report must be submitted each
month, until the project is programmatically and financially completed, even if there are no expenditures
to claim. Only one Claim report may be submitted per month.

Claim reports are due no later than the 10*" day following the reporting period of each month. This
deadline is subject to change only if the 10% falls on a state holiday or weekend, in which case the deadline
is extended to the next business day. The following is the Claim report schedule:

Claim ID Number Reporting Period Due Date

001 06/01/2020 - 06/30/2020 July 10, 2020

002 07/01/2020 -07/31/2020 August 10, 2020
003 08/01/2020 - 08/31/2020 September 10, 2020
004 09/01/2020 - 09/30/2020 October 13, 2020
005 10/01/2020-10/31/2020 November 10, 2020
006 11/01/2020-11/30/2020 December 10, 2020
007 12/01/2020-12/31/2020 January 11, 2021
008 01/01/2021-01/31/2021 February 10, 2021
009 02/01/2021 -02/28/2021 March 10, 2021
010 03/01/2021 -03/31/2021 April 12,2021

011 04/01/2021 -04/30/2021 May 10, 2021

012 05/01/2021 - 05/31/2021 June 10, 2021

Failure to submit the required report on a monthly basis, by the due date, may result in delay of

reimbursement until the following month and/or cancellation of the subaward if the delinquency becomes

problematic.
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The Claim report will consist of the following five (5) forms:

1. General Information - - used to identify the reporting period (as outlined in the above schedule)
and the type of report (monthly).

2. Detail of Expenditure - - used to identify the pay date, pay check number, payee, description, total
cost, percent of funding requested, and amount claimed to grant for reimbursement per cost
activity; this data is collected on an Excel spreadsheet and the file uploaded to the report form.

3. Reimbursement - - used to identify the State Share, as applicable, per budget line; the totals
identified on this form are aggregate totals from the Detail of Expenditures Form.

4. Program Income - - used to identify any monies earned and/or expended as a result of the grant-
funded project. Program income is revenue/income generated as a direct result of an agency-
funded project. Unless subject to specific guidelines, program income must be used for the
purposes of and under the conditions applicable to the award. Also, unless specified otherwise,
program income shall be expended within the project period. Federal forfeiture monies earned as
a result of grant activities may be expended over the life of the project so long as it is continually
reported.

Monies received from a federal government agency under the Equitable Sharing Program are
subject to the provisions outlined in the “Guide to Equitable Sharing for State and Local Law
Enforcement Agencies” and the “Equitable Sharing Wires”, which are available online at
https://www.justice.gov/criminal-mlars/equitable-sharing-program. Program income from asset
seizures and forfeitures is considered earned when the property has been adjudicated to the
benefit of the plaintiff (i.e., law enforcement entity).

Program income from Section 488.5375 RSMo may also be expended over the life of the project so
long as it is continually reported.

5. Attachments - - used to upload copies of documentation to support the expenditures, as required.
The following documentation is required:

o If requesting reimbursement for personnel, personnel benefits, personnel overtime, or
personnel overtime benefits, documentation of such costs must be provided. This includes,
but is not limited to, 1) a payroll report or paystub outlining the paid wages and employee
deductions and/or employer benefits and 2) a rate sheet for any fringe benefit for which
reimbursement is requested but not displayed on the payroll report or paystub.

e If requesting reimbursement for travel/training costs, receipts must be provided. For meals
incurred during travel, which do not require receipts under the state travel policy, a substitute
document could be an employee expense report detailing the meal costs per day. In addition,
a copy of the ‘certificate of attendance’ or similarly issued attendance record must be
provided for training costs. If a certificate is not provided by the trainer, a memo or letter
must be provided as a substitute.

e If requesting reimbursement for equipment, a copy of the vendor invoice or receipt must be
provided displaying the vendor name, order date and/or invoice date, the quantity, the item
description, and the unit cost and/or extended cost.
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C.

e [f requesting reimbursement for supplies, operating costs, contractual costs, or consultant
services, a copy of the vendor invoice or receipt must be provided displaying the vendor name,
order date and/or invoice date, the nature of the costs, and the unit cost and/or extended
cost.

NOTE: The Missouri Department of Public Safety may request additional documentation be
submitted with the Claim report for purposes of desk monitoring the reimbursement of
expenditures. Each SCCG Subrecipient will receive a site visit during the project period
(unless extenuating circumstances prevent such), but any documentation that can be
submitted with the Claim will lessen the site visit burden at a later date.

Reimbursement funds will be disbursed approximately the 25" day of each month. Recipients may track
payments within the WebGrants system but obtain exact payment information through the Missouri
Vendor Services Portal at https://www.vendorservices.mo.gov/vendorservices/Portal/Default.aspx. Click
“Vendor Payment” in the green toolbar. Select FEIN and enter your agency’s Federal Tax ID Number
(FEIN). You may then search for a payment by 1) Invoice Number, 2) Check/EFT Number, 3) Dollar
Amount, or 4) Date/Location. The prefix of a Payment Number for SCCG disbursements will be PG087.

Status Reports

Recipients of SCCG funds are required to submit quarterly Status Reports in WebGrants. These reports
allow the Missouri Department of Public Safety to collect statistical information and monitor the
progress/completion of your approved project.

Status Reports are due no later than the 10™ day following the reporting period of each quarter, until the
project is programmatically and financially completed. This deadline is subject to change only if the 10"
falls on a state holiday or weekend, in which case the deadline is extended to the next business day. The
following is the Status Report schedule:

Report ID Number Reporting Period Due Date

01 06/01/2020 - 08/31/2020 September 10, 2020
02 09/01/2020 - 11/30/2020 December 10, 2020
03 12/01/2020 —02/28/2021 March 10, 2021

04 03/01/2021 -05/31/2021 June 10, 2021

Failure to submit the required report on a quarterly basis, by the due date, may result in the delay of
reimbursement until the report is received and/or cancellation of the subaward if the delinquency
becomes problematic.

The Status Report will consist of the following two (2) forms:

1. General Information - - used to identify the reporting period (as outlined in the above schedule)
and the type of report (quarterly).

2. Cyber Crime Task Force - - used to provide statistical information relating to the task force
organization/investment, employees, cybertips, investigations referred, casework, previews,
forensic examinations, arrest activity, backlog, turnaround time, child victims, search
warrants/consent searches, court activity, community outreach, law enforcement outreach,
prosecutorial outreach, allied professional outreach, and narrative information as desired.
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V. SUBAWARD ADJUSTMENTS:

A. Budget Revisions

A Subaward Adjustment for a budget revision must be submitted for the following requests:
0 Transfer of funds from one budget line/category to another budget line/category to cover
increases in cost
NOTE: The Missouri Department of Public Safety allows Subrecipients to request
reimbursement up to a 10% increase in the budget line without prior approval. For
example, if a Medical Insurance line is budgeted for $3,000, a 10% increase would
account for $300. Therefore, the grantee can claim costs up to $3,300 (so long as monies
exist in the budget) without prior approval through a budget revision. Costs exceeding
10% will be subject to review by the Missouri Department of Public Safety and may or
may not be allowed depending on the availability of funds and/or the length of project
period remaining in the award.
0 Addition of a new budget line item in any budget category
0 Increase in the quantity of a line item in any budget category (e.g. increase from 5 months to 6
months for medical insurance coverage, increase from the purchase of 2 laptops to 3 laptops,
increase from the usage of 1 air card to 2 air cards)

Subrecipients shall submit a request via the “Subaward Adjustment” component of the grant within
WebGrants in the event a budget revision is necessary. The Missouri Department of Public Safety will
review the request and 'negotiate’ the “Budget” component of the grant for edits if the request is
allowable. Once all necessary edits are made, the Missouri Department of Public Safety will prepare a
Subaward Adjustment Notice (Appendix C), which will be subject to review and approval by the Director
(or his/her designee) of the Missouri Department of Public Safety.

NOTE: A Subaward Adjustment for a budget revisions should be submitted at least 30 days prior to the
proposed change and will not be allowed after March 31, 2021.

B. Program Revisions

A Subaward Adjustment for a program revision must be submitted for the following requests:
0 Change in the applicant agency/subrecipient name
0 Change in the project site
0 Change in the project service area

Subrecipients shall submit a request via the “Subaward Adjustment” component of the grant within
WebGrants in the event a program revision is necessary. The Missouri Department of Public Safety will
review the request and follow-up depending on the type of program revision. Once all necessary
documents are collected, the Missouri Department of Public Safety will prepare a Subaward Adjustment
Notice (Appendix C), which will be subject to review and approval by the Director (or his/her designee) of
the Missouri Department of Public Safety.

NOTE: A Subaward Adjustment for a program revisions should be submitted at least 30 days prior to
the proposed change and will not be allowed after March 31, 2021.
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VI. MONITORING:
The Missouri Department of Public Safety will monitor all subawards to ensure appropriate fiscal and program
records are being maintained. Monitoring is designed to provide assistance to the Subrecipient both from a
technical and programmatic standpoint, as well as to provide the Missouri Department of Public Safety with
the necessary information to ensure the Subrecipient’s compliance with state laws, regulations, and
guidelines.

Desk monitoring will consist of tracking telephone and email communication, as well as reviewing all grant
documents and correspondence submitted to the Missouri Department of Public Safety. The Subrecipient may
be required to submit monitoring information in writing to the Missouri Department of Public Safety, as
requested.

Site visit monitoring will consist of a visit to the Subrecipient’s office(s) to review policies and other records, as
applicable to the subaward. The Missouri Department of Public Safety will perform at least one site visit to
each Subrecipient during the project period (or shortly thereafter if extenuating circumstances exist). A Site
Visit Monitoring Report, which will be provided to the Subrecipient prior to the visit, will be completed by the
Missouri Department of Public Safety during the site visit. The Site Visit Monitoring Report will be used as a
tool to determine the progress of the project in achieving its purpose and ensuring the project is adhering to
program guidelines. The following information and records may be subject to review, as applicable, at the
time of the site visit:

(]

Personnel manuals, Standard Operating Procedures (SOPs), or similar policies regulating the
Subrecipient and the approved project
Personnel files for grant-funded personnel
Training plan for grant-funded personnel
Timesheets and payroll records for grant-funded personnel
Invoices/receipts for all grant-funded expenditures
Bid records for grant-funded equipment
Sole source procurement, and subsequent approval where applicable
Inventory listing and tags for grant-funded equipment
Contractual agreements for each grant-funded contractual service
Local procurement and travel policies, as applicable
Internal controls
Where applicable, compliance with law enforcement agency state statutes:
Uniform Crime Reports: Section 43.505 RSMo
Vehicle Stops Report: Section 590.650 RSMo
Federal Forfeiture Report: Section 513.653 RSMo
e Recording of Custodial Interrogations: Section 590.700 RSMo
e Forwarding Arrest Information from Intoxication-Related Traffic Offenses: Section 43.544 RSMo
O Compliance with state civil rights laws
e Unlawful Employment Practices: Section 213.055 RSMo
e Discrimination in Public Accommodations: Section 213.065 RSMo
O Other information pertinent to the grant-funded project

I Iy Iy Iy Iy Iy Ay Ny

VII. CONFIDENTIALITY:
All applications and subsequent information supplied to the Missouri Department of Public Safety as a result of
a subaward are considered public records.
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However, due to the sensitive nature of some of the information supplied through various grants, the Missouri
Department of Public Safety has the authority to screen and block any confidential information regarding the
applicant agency, the project, or personnel associated with the project, as applicable, per Section 610.100.3
RSMo which states “...if any portion of a record or document of a law enforcement officer or agency, other
than an arrest report, which would otherwise be open, contains information that is reasonably likely to pose a
clear and present danger to the safety of any victim, witness, undercover officer, or other person; or
jeopardize a criminal investigation, including records which would disclose the identity of a source wishing to
remain confidential or a suspect not in custody; or which would disclose techniques, procedures or guidelines
for law enforcement investigations or prosecutions, that portion of the record shall be closed and shall be
redacted from any record made available pursuant to this chapter.”
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APPENDIX A

CHANGE OF INFORMATION FORM

The Change of Information Form must be used to identify changes in personnel during the project period. The
Change of Information Form must be sent as an attachment in the “Correspondence” component of the grant

within WebGrants. Any other information not collected on this form may be provided in the message of the

Correspondence.
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APPENDIX B

SUBAWARD

The Subaward document constitutes an agreement between the Missouri Department of Public Safety and the
Subrecipient for use of state funds in the implementation of the awarded project.

MISSOURI DEPARTMENT OF PUBLIC SAFETY P.O. Box 749

OFFICE OF THE DIRECTOR Jefferson City, MO 65102

SUBAWARD Phone: (573) 751-4905
Subrecipient Name: Subrecipient DUNS Number:
«Subrecipient_Name» «DUNS_Number»
DPS Funding Opportunity Title: Project Period Start Date: Project Period End Date:
2021 SCCG 06/01/2020 05/31/2021
Project Title: Subaward Number:
«Project_Title» «Subaward_Number»

Project Description:

«Brief_Summary»

Subaward Total: CFDA Number and Name:

$«Subaward_Total» N/A

This Subaward is made in the amount and for the project period referenced above to the Subrecipient identified
above. This Subaward is subject to compliance with the general conditions governing grants and subawards and
any attached Certified Assurances or Special Conditions. This Subaward is subject to compliance with all federal
and state laws and all guidelines identified in the above mentioned DPS Funding Opportunity.

The undersigned Subrecipient Authorized Official hereby acknowledges he/she is authorized to legally bind the
Subrecipient and certifies acceptance of the above-described Subaward on the terms and conditions specified or
incorporated by reference above and those stated in the approved application.

Subrecipient Authorized Official (AO) Name: Subrecipient Project Director (PD) Name:
«AQO_First_Name» «AO_Last_Name» «PD_First_Name» «PD_Last_Name»
Subrecipient AO Signature: Date: Subrecipient PD Signature: Date:

This Subaward shall be in effect for the duration of the project period stated above and funds shall be made
available on the Subaward Date with return of this signed document to the Missouri Department of Public Safety
and upon full execution by signature of the Authorized Official of the Missouri Department of Public Safety, Office of
the Director.

Authorized Official, Missouri Department of Public Safety Subaward Date

06/01/2020
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APPENDIX C

SUBAWARD ADJUSTMENT NOTICE

The Subaward Adjustment Notice constitutes approval from the Missouri Department of Public Safety for a

modification to the original Subaward.
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APPENDIX D

INVENTORY LISTING FORM

If purchasing equipment, Subrecipients are required to maintain property management records as stated by
the “DPS Financial and Administrative Guide”. The Equipment/inventory Control List below is an example of
such format and is available upon request from the Missouri Department of Public Safety if the Subrecipient
does not have an existing inventory list format or property control system.
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