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FROT SMEET

Cyber Crime Program

Internet Cyber Crime Grant (ICCG)

Authorization

The Internet Cyber Crime Grant (ICCG) Program was created pursuant to Chapter 650 RSMo, Section
650.120 and House Bill 1672. This program was developed by the State of Missouri in correlation with
House Bill 1698, also known as Jessica's Law.

Administration
The Missouri Department of Public Safety, Office of the Director had oversight of the ICCG program.

Funding Allocation
Funds came from Missouri's General Revenue and were subject to legislative appropriation each year.

Year Project Period Funding*
2007 December 15, 2006 to June 30, 2007 $250,000

2008 July 1, 2007 to May 31, 2008 $1,250,000
2009 June 1, 2008 to May 31, 2009 $1,501,200

*Monies are subject to withholdings not reflected in the above totals

Eligible Program Areas
The Internet Cyber Crime Grant Program distributed funding to support a broad range of activities to
prevent and control internet cyber crime as it relates to children and to improve public safety.

In 2007, funds could be used for the following purpose areas:

e Salaries of detectives and computer forensic personnel whose focus is investigating Internet Sex
Crimes against children including but not limited to enticement of a child, possession or promotion
of child pornography

e Training of law enforcement and forensic personnel to also include travel expenses

In 2008, funds could be used for the following purpose areas:

e Salaries (and overtime) of detectives and computer forensic personnel whose focus is
investigating Internet Sex Crimes against children including but not limited to enticement of a
child, possession or promotion of child pornography

e Training of law enforcement and forensic personnel to also include travel expenses

e Equipment directly related to preventing or combating cyber crime activities

e Supplies directly associated with operating a cyber crime task force and its activities

In 2009, funds could be used for the following purpose areas:
e Salaries (and overtime) of detectives and computer forensic personnel whose focus is
investigating Internet Sex Crimes against children including but not limited to enticement of a
child, possession or promotion of child pornography

Refer to the Department of Public Safety’s SCCG website at http://dps.mo.gov/dir/programs/cjle/sccg.php for more information.
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e Training of law enforcement and forensic personnel to also include travel expenses

e Training of prosecuting and circuit attorneys as well as their assistant prosecuting and circuit
attorneys to also include travel expenses

e Equipment directly related to preventing or combating cyber crime activities

e Supplies directly associated with operating a cyber crime task force and its activities

Eligible Applicants

Internet Cyber Crime Grant contracts administered by the Missouri Department of Public Safety were
awarded to independently-recognized multi-jurisdictional task forces and local law enforcement
agencies through their respective city or county unit of government.

Units of state or local government receiving ICCG funding for a law enforcement agency must be
compliant with the following state statutes, amongst other things:

1. Section 43.505 RSMo — Uniform Crime Reports
2. Section 590.650 RSMo — Racial Profiling Report
3. Section 513.653 RSMo — Federal Forfeiture Report

Local Match Requirement
ICCG recipients provided a match of 10% of the total project cost in the form of cash or in-kind
donations of personnel, equipment, or supplies/operations.

Reporting Requirements
ICCG recipients were required to submit the following reports:

1. Monthly Expenditure Report for each month of the project period, or until the grant is
programmatically and fiscally closed, whichever comes first. Claim reports must be submitted via
mail or email by the 10" day following the reporting period. For example, a July claim report is due
by August 10".

2. Progress Report for each quarter of the project period, or until the grant is programmatically and

fiscally closed, whichever comes first. Progress reports must be submitted via email by the 10" day
following the reporting period.

Refer to the Department of Public Safety’s SCCG website at http:/dps.mo.gov/dir/programs/cjle/sccg.php for more information.
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Multi-Jurisdictional Cyber Crime Grant (MJCCG)

Authorization

To continue funding for multi-jurisdictional cyber crime task forces within the State of Missouri, the
Department of Public Safety allocated monies from their FY 2009 Recovery-JAG award once the state
appropriated ICCG program ceased.

The American Recovery and Reinvestment Act of 2009 (Recovery Act or ARRA) was signed into law by
President Obama on February 17, 2009. The Recovery Act provided additional JAG funding.

The JAG Program is authorized under Title XI, Section 1111, Subtitle B of the federal Violence Against
Women and Department of Justice Reauthorization Act of 2005, as amended and reauthorized [Public
Law 109-162, 42 U.S.C. § 3751(a)].

Administration
The U.S. Department of Justice (DOJ), Office of Justice Programs (OJP), Bureau of Justice Assistance
(BJA) has oversight of the JAG program at the federal level.

The Department of Public Safety (DPS) has been designated by the governor of Missouri as the single
state agency to receive, manage, and administer the JAG (Recovery-JAG and MJCCG) program in
Missouri.

Funding Allocation
Funds were allocated by Congress in FY 2009 to provide states, tribes, and local governments with
critical funding necessary to support a range of program areas.

The Bureau of Justice Statistics (BJS) calculated, for each state and territory, a minimum base
allocation which then was enhanced by 1) the state’s share of national population and 2) the state’s
share of the national Part 1 violent crime statistics. In addition, the formula was used to calculate direct
allocations for local governments within Missouri, based on their share of population and the total
violent crime reported within the state. The local governments entitled to at least $10,000 awards were
instructed to apply directly to the federal government for a local Recovery-JAG grant and are hereby
ineligible to apply to DPS for MJCCG funding, unless the project is truly multi-jurisdictional in nature.

Of the amount awarded to Missouri, DPS is required to pass through a pre-determined percentage
(58.53%) of JAG funds to units of local government, such as cities, counties, or townships.

Fiscal Year Missouri Local Awards State Award JAG LLEBG
FY 2009 $40,317,137 $14,934,200 $25,382,937 $24,190,282 $1,192,655
Year Project Period Funding

2009-2010 June 1, 2009 to June 30, 2010 $1.5 million

2010-2011 July 1, 2010 to June 30, 2011 $1.4 million

2011-2012 July 1, 2011 to June 30, 2012 $1.5 million

2012-2013 July 1, 2012 to February 28, 2013 | $1 million

Eligible Program Areas
MJCCG awards are allowable under the Law Enforcement purpose area of the Recovery-JAG program.

MJCCG monies are allocated for the sole purpose to make funds available to reduce internet crime
against children and improve public safety through investigations, forensics, and prevention.

Funds may be used for any of the following budget categories:

Refer to the Department of Public Safety’s SCCG website at http:/dps.mo.gov/dir/programs/cjle/sccg.php for more information.
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Personnel — salaries and/or overtime of detectives and computer forensic personnel whose
focus is investigating internet sex crimes against children, including but not limited to,
enticement of a child, possession or promotion of child pornography

Travel — training of law enforcement and forensic personnel as well as prosecuting attorneys
and circuit attorneys to also include the travel expenses of those persons participating in a
cyber crime training program

Equipment — items directly related to digital imaging, preventing, or combating cyber crime
activities, or evidence storage

Supplies/Operations — costs directly associated with operating a cyber crime task force and its
activities

Contractual — fees of a trainer or consultant to host training at the project agency site.

Eligible Applicants

Any unit of state or local government within Missouri is eligible to submit an application for funding for a
multi-jurisdictional cyber crime task force. State-level applicants must have budgetary spending
authority prior to submitting an application.

Units of state or local government receiving MJCCG funding for a law enforcement agency must be
compliant with the following state statutes, amongst other things:

arwpPE

Section 43.505 RSMo — Uniform Crime Reports

Section 590.650 RSMo — Racial Profiling Report

Section 513.653 RSMo — Federal Forfeiture Report

Section 590.700 RSMo — Recording of Custodial Interrogations

Section 577.005 RSMo — Forwarding Intoxication-Related Traffic Offenses

Local Match Reguirement

There is no local match requirement on MJCCG monies.

Reporting Requirements

MJCCG recipients are required to submit the following reports:

1. Claim Report for each month of the project period, or until the grant is programmatically and fiscally
closed, whichever comes first. Claim reports must be submitted via WebGrants by the 10" day
following the reporting period. For example, a July claim report is due by August 10™.

2. Status Report for each quarter of the project period, or until the grant is programmatically and
fiscally closed, whichever comes first. Status reports must be submitted via WebGrants by the 10™
day following the reporting period. For example, the first quarter report (July to September) is due
by October 10"

3. PMT Report for each quarter of the project period, or until the grant is programmatically and fiscally
closed, which comes first. PMT reports must be submitted via the BJA PMT website by the 15" day
following the reporting period. For example, the first quarter report (July to September) is due by
October 15™.

o PMT Website: https://www.bjaperformancetools.org
e Instructions are provided to the sub-recipients

Refer to the Department of Public Safety’s SCCG website at http:/dps.mo.gov/dir/programs/cjle/sccg.php for more information.
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State Cyber Crime Grant (SCCG)

Administration

The SCCG program was created within the Missouri Department of Public Safety in FY13 from monies
appropriated through House Bill 2008 to support the continued operation of multi-jurisdictional law
enforcement cyber crime task forces.

Funding Allocation
Funds came from Missouri's General Revenue and are subject to legislative appropriation each year.

Year Project Period Funding*
2013 March 1, 2013 to May 31, 2013 $250,000

2014 June 1, 2013 to May 31, 2014 $1,500,000
2015 June 1, 2014 to May 31, 2015 $1,500,000
2016 June 1, 2015 to May 31, 2016 $1,500,000
2017 June 1, 2016 to May 31, 2017 $1,500,000

*Monies are subject to withholdings not reflected in the above totals

Eligible Program Areas
Funds may be used for any of the following budget categories:

e Personnel — salaries and/or overtime of detectives and computer forensic personnel whose
focus is investigating internet sex crimes against children, including but not limited to,
enticement of a child, possession or promotion of child pornography

e Travel — training of law enforcement and forensic personnel as well as prosecuting attorneys
and circuit attorneys to also include the travel expenses of those persons participating in a
cyber crime training program, focused on internet sex crimes against children

o Equipment — items directly related to digital imaging, preventing, or combating internet sex
crimes against children activities, or evidence storage

e Supplies/Operations — costs directly associated with operating a cyber crime task force and its
activities, focused on internet sex crimes against children

e Contractual — fees of a trainer or consultant to host training at the project agency site, focused
on internet sex crimes against children

Eligible Applicants
Any unit of state or local government within Missouri is eligible to submit an application for funding for a
multi-jurisdictional cyber crime task force.

Units of state or local government receiving SCCG funding for a law enforcement agency must be
compliant with the following state statutes, amongst other things:

1. Section 43.505 RSMo — Uniform Crime Reports

2. Section 590.650 RSMo — Racial Profiling Report

3. Section 513.653 RSMo — Federal Forfeiture Report

4. Section 590.700 RSMo — Recording of Custodial Interrogations

5. Section 577.005 RSMo — Forwarding Intoxication-Related Traffic Offenses

Local Match Requirement
There is no local match requirement on SCCG monies.

Refer to the Department of Public Safety’s SCCG website at http:/dps.mo.gov/dir/programs/cjle/sccg.php for more information.
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Reporting Requirements
SCCG recipients are required to submit the following reports:

1. Claim Report for each month of the project period, or until the grant is programmatically and fiscally
closed, whichever comes first. Claim reports must be submitted via WebGrants by the 10" day
following the reporting period.

2. Status Report for each quarter of the project period, or until the grant is programmatically and

fiscally closed, whichever comes first. Status reports must be submitted via WebGrants by the 10™
day following the reporting period.

Refer to the Department of Public Safety’s SCCG website at http:/dps.mo.gov/dir/programs/cjle/sccg.php for more information.
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